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Introduction

A member of the Citrix Delivery Center™ product family, Citrix® NetScaler®is a purpose-
built Web application delivery solution that accelerates application performance up to
five times while improving security and reducing Web infrastructure costs. In addition
to delivering Web applications for thousands of corporate customers, NetScaler is also
the delivery infrastructure of choice for most of the world’s largest consumer websites,
touching an estimated 75 percent of all Internet users each day.

NetScaler Applications Templates — introduced in NetScaler 9.0 — provide an
application-centric view of the NetScaler system’s policy configurations. From a single
place within the GUI (AppExpert = Applications) NetScaler administrators can: 1)
Configure the various application features the NetScaler is fronting, 2) View which
NetScaler functional modules (e.g., compression, caching, application firewall) are
optimized and active for a given application unit.

Additionally, Application Templates allow you to drill down and see which individual
NetScaler policies are active, and what policies are inactive but available, by application
component and NetScaler module. From this same view, individual policies can be
created, activated and deactivated.

Application templates can be downloaded, imported, modified and exported.
Administrators can download application templates built by Citrix, Citrix Partners
and members of the NetScaler community from the Citrix Community website. These
templates are easily imported into any NetScaler running NetScaler 9.0 or higher, jump
starting the configuration and deployment process. Templates developed in-house can
be easily exported and shared within your organization, or posted back to the Citrix
Community website for others to view and improve.


http://community.citrix.com/cdn/ns
http://community.citrix.com/cdn/ns
http://community.citrix.com/cdn/ns
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Solution Requirements

* Application Front-End Switch — NetScaler

* Oracle Enterprise Business Suite

Prerequisites

* Citrix NetScaler L4/7 Application Switch, running version 9 (Quantity x 2 for HA)
e Citrix Application Template for Oracle EBS 12.1

* Oracle Enterprise Business Suite Release 12.1

* Client laptop/workstation running Internet Explorer 6.0+, Ethernet port

* 9-pin serial cable -or- USB-to-serial cable
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Network Diagram

The following is the Network that was used to develop this deployment guide.

Citrix NetScaler

int 1/2 Oracle Application

VLAN 1

Oracle Database
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Application Templates

Application Templates are a new and simple approach to configuration management
for complex enterprise applications. Applications are listed in the left-most column. In
one simple view, you can view what is most important to you in terms of application
delivery directly below in the same column in what are called Application Units. You
simply configure what constitutes the interesting traffic for each application delivery
unit, and turn on the rules for compression, caching, rewrite, filtering, responder and
application firewall. This is largely different from having to go into each feature and
define complex rules and expressions individually, reducing the time to deploy, easing
management and improving the bottom line.

What is important to the Application Expert is how the application is characterized by
its content. In other words, what is the content that comprises the back-end application,
and what are you most concerned with regarding its delivery. It is this content that
we are most interested in, as we will build Application Templates surrounding this
content.

Identification of workflows refers to the areas of the application that are important to
Application Delivery, such as “Reports”, “Documents”, “Images”, “Stylesheets”, “Web
Services” and “Portal Pages”. Each of these workflows can be specifically identified by
the type of content they generate from Server to Client and vice-versa.

The process for entering Application Templates into the NetScaler Application Switch
is simple. From the GUI, navigate to NetScaler = AppExpert = Applications. Select
‘Add’ to add the Application by name. Select ‘Add’ again to enter an Application Unit,
which refers to the workflow, for example “Report Management”. Enter the Expression
to identify the reports, for example URL == ‘/*.pdf’. From this basis, the important
operations can be configured upon all reports that appertain to this application, such as
compression, caching, rewrite, filtering, responder and application firewall.

One final step involves adding the front-end public endpoint and back-end servers.
Then, by virtue of this configuration, load balancing is in effect for this application.
Load Balancing algorithms and persistence can be modified from the default values.
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Oracle EBS 12.1

Oracle E-Business Suite Release 12.1 enables businesses to think globally to make better
decisions, work globally to be more competitive, and manage globally to lower costs
and increase performance. With a new user experience and hundreds of cross-industry
capabilities spanning enterprise resource planning, customer relationship management,
and supply chain planning, this new release helps you manage the complexities of global
business environments.

Citrix NetScaler Application Templates optimize Oracle data flows and applications,
allowing companies to not only come up to speed fast, but to also speed up their
application delivery infrastructure.

What this means to an Application Expert is you will see a myriad of content being
passed through the Citrix NetScaler Application Switch.

Oracle E-Business Suite 12.1 is a comprehensive suite of integrated, global business
applications that provide asset management, customer relationship management,
enterprise resource planning, financials, human resources, procurement and spending,
supply chain and order management, sales, service, contact center, marketing, workforce
planning operations, and performance management to name a few.

Oracle E-Business Suite 12.1 is built on top of Apache Web server and uses Java server
pages extensively (.jsp) along with some hypertext markup language (html). The
remainder of the public facing application is based on forms and reports, which are
cither text, pdf or interaction with a Java forms program that runs over HTTP. E-
Business Suite 12.1 uses native Sun Java plug-in J2SE 1.5 (5.0) and requires this to
be installed in the clients browser to run many of the Oracle programs. Oracle EBS
12.1 is integrated with industry standard specs like J2EE servlet, JSP’s, SOAD, and
JMS. Using the Sun JDK at the desktop has simplified administration of multiple Java
applications.

We can peel back the layers of these workflows to identify the actual data that is
transferred between Client and Server when this Application is in use. Under the hood,
the workflows are characterized accordingly to the following table.
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Oracle EBS 12.1 - Application Content

We know from experience that the Oracle EBS 12.1 workflows are characterized by jsp & html portals, css, javascript, images,
forms and reports. We also know that Oracle uses port 8000. Under the hood, the workflows are characterized accordingly to the
following table.

.isp, -jspx, .htm, .html, .xhtml, .xml

.CSS, .js

.gif, .jpg, .jpeg, .tif, .tiff, .omp, .wmf,
.emf, .png

.ixt, .doc, .docx, .dot, .dotx, .rtf, .wps,
.pdf, .csv, .prn, .xsn, .xls, .xlsx, .xlt,
Xltx, .xlIsb, .xlsm, .xItm, .dif, .slk, .xlam,
Xla

.pdf, .zip, .cs, .rar, .arj, .z, .gz, .tar, .Izh,
.cab, .hgx, .ace, .ear, .gzip

__ ?WSdI’ IWSdI’ ?Ws"’ .WSiI’ .Xml
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Oracle EBS 12.1 - Policy Matrix

If we examine the workflows in Oracle EBS 12.1, we know that some of this content is compressible, while some is not. Some of this
content is cacheable, while some is not. And so we form the basis of our Application Template. In summary, we want to configure
the Application Template for the following features. A check indicates we want to enable the feature.

Oracle EBS 12.1 Compression Caching Rewrite Filter Responder  AppFw

v
v v
v

N



From the NetScaler GUI:
NetScaler =
AppExpert =
Applications =
Import.

Select the Oracle EBS 12.1
AppExpert Template that was
downloaded from the Citrix
Community site and save
locally.

After import, you will notice
the red arrows next to the
application units, which means
they are inactive.
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Oracle EBS 12.1 - Application Template

The AppExpert Application Template for Oracle EBS 12.1 has already been created,
and it is stored on the Citrix Community website, http://community.citrix.com/cdn/
ns. Download and import the pre-configured template to optimize the NetScaler for
the Oracle EBS 12.1 application. The application templates are designed to match
a specific NetScaler software release, make sure the template version matches the
NetScaler software version.

3 Citrix NetScaler YPX Configuration Utility - Microsoft Internet Explorer

¢ Address | @] htip://10.217. 105.55/menu/guia % =
)
7

i Settings i save Refresh All Help

& {J Netscaler VPX 10.217.105.55 & | & Refresh ‘ 4§ Add to Favorites ‘ @ Help
J system Compression | Caching Rewrite Fiter | I ion Firewall

2 Network
® {Jons
® (g ssL
® i S5L Offload
= {J AppExpert
) Applications.
[0} Access Gateway Applicat
[ Templates
[0 HTTP Callouts
) Pattern Sets
@ ) Expressions
@ ) Rate Limiting
) Compression
) Integrated Caching
) Protection Features
i@ HTML Injection
) Load Balancing
i@ AAA - Application Traffic

¥l &

Select Template File

Template Fil* [ tes\OradeFinal\OradeEBsv 12, [0rade 85 1216z | | (] erowse (local) = |

= &) Hep

Details: Applications S

No details available.

@ add... [& mport...

Canvriaht{ @) Citriv Suatame The All rinhte racarvad

li Ready |J' nsroot —
v

Microsoft Internet Explorer

Fle Edt View Favorites Tools Help

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

! Settings { Save Refresh All Help
= ) Netscaler vPX 10.217.10555 | (& Refresh | 3 Add to Favorites ‘ @ Help
® {J system Compression |  Caching Rewrite Fiter | I ion Firewall
® {J Network —
@ (Jons OracleEBS121
o g s PortalPages g 2 & & # & )
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& J AppExpert Images & @ * + 4 &
L) Appications E Forms C 2 b % % * +
) Access Gateway Applicai Reports 2 4 4 & L] &+
) Templates Archives & @ & & 4 &
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) Integrated Caching
i Protection Features
i@ HTML Injection
) Load Balancing
i@ AAA - Application Traffic
= e . o
< i | &
(@[7) Feature is disabled. Details: OracleEBS121 A
Eg' Navigation Pane Public Endpoints: Not configured (Click to confiqure) ~ Backend Services: Not confiqured (Click to configure)
w Favorites
<) Quick Links Add... ) Remove @ Configure Public Endpeints... i Configure Backend Services... 5 Export... @ Vieucizer . (] Stateies (@ i

[@ Ready pttem [ nsroot—
v

Canvriaht{(@) Citriv Suetame The All rinhts racarvad =
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Fie

Edit  view

Favorites  Tools  Help

NetScaler VPX

CRP]
=]

<

Monitoring | Configuration | Dashboard | Repo

tation | Downloads | Logout

Settings Save { Refresh All { Help

MetScaler VPX 10.217.105.55 2% ‘ (& Refresh | . Add to Favorites | @) Help
U systzn Compression |  Caching Rewrite Filter i
) Network _
Jons OracleEBS121
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) AppExpert Images & @ + & + *
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[0 Access Gateway Applicat Reports k. & & & & +*
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) Rate Limiting 1
) Compression
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) Protection Features
@ HTML Injection
1) Load Balancing
@) AAA - Application Traffic |
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i I B8
Feature s disabled. Details: OracleEBS121 2
Public Endpoints: Not confiured (Click to confiure) ~ Backend Services: Not confiured (Click to configure
Add... [ Remove @ Configure Public Endooints... gl Configure Backend Services... & Export... ... [ statistcs @ tits... ‘

Convriaht(@) Citriv Sueteme Tnr All rinhte recaniad

[@ Ready [pitem [ §¥ nsroot —
o)

A CGitrix NetScaler YPX Configuration Utility - Microsoft Internet Explorer X

¢ Address | @] http:f/10.217. 105. 55/menu/quia v

26 1 Ruild 01 & rl Pata: Mau 18 9008 NS

0
CITR| B configure Backend Services

IEEE®EE

IEEEEEE

Services | Service Groups |

Activate Al Deactivate All

Active ‘ Service Name ‘ P Address ‘
[]  ebsservice 10.217.105....

[ Add... | [] open... k) Remove

@) Help

g TN Tnjection

Load Balancing

Create Service
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Protocol*  [TTR
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Enable Service
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Idns-ping
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[

Config

T
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http-ecy

Add >

[ <remove |

1

@) Help 28 Quick Link

Public Endpoints: Not configured (Click to configure)

Backend Services: Not configured (Click to configure

Add... &) Remove & Configure Public Endpoints... i@ Configure Backend Services... & Export... 8 visualizer.. (] Stetisics (@) His... ‘

Coanvriaht( @) Citriv Suetema _Tnr All rinhte recaniad

[@ Ready [pitem [ §¥ nsroot —
o)

To activate the Oracle EBS 12.1
template, select ‘Configure
Backend Services’.

Configure the Oracle EBS 12.1
template to send traffic to the
backend Oracle server.

Service Name: ebsservice

Server: <ip address or server
name>

Protocol: HTTP
Port: 8000

Create.

Ok.
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To activate the Virtual Interface
for the Oracle EBS 12.1
template, select ‘Configure
Public Endpoints’.

Configure the front-end VIP for
the Oracle Application.

Name: ebs-vip
Protocol: HTTP

IP Address: x.x.x.X
Port: 8000

Ok.

Ok.

3 Citrix NetScaler VPX Configuration Utility - Microsoft Internet Explorer
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i File Edt View Favorites Tools

Help

NetScaler VPX

Settings Save Refresh all Help
& {J NetScaler VPX 10.217.105.55 & | (& Refresh | 3 Add to Favorites | @) Help
® {J system Compression |  Caching Rewrite Fiter | I ion Firewall
& {J Network -
® Jons OracleEBS121
® s PortalPages o P & 3 & 3 &
@ SsL Offioad Q| B @ & & & &
& {J AppExpert Images Ol & @ ) & * +
1) Applications = Forms C B & ) + * +
[0 Access Gateway Applicat Reports B d & & & &
1) Templates Archives & @ & & & &
[ HTTP callouts WebServices [ B L & & 4 &
[) Pattern Sets [v 2 @ L ] 4 &
o default 2 @ & & & & L
J Rate Limiting I
i) Compression L |
i) Integrated Caching
i) Protection Features
i@ HTML Injection
i) Load Balanding
AAA - Application Traffic
N i i =
< i I =
Details: OracleEBS121 &
Public Endpoints: Not configured (Click to confiqure) ~ Backend Services: 1 service
[ Add... k) Remove & Configure Public Endpoints... i@ Configure Backend Services... % Export... @ Veuizer. . (] Statsies (@) Hits.. ‘
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A Citrix NetScaler YPX Configuration Utility - Microsoft Internet Explorer

1=

) Expressions

) Rate Limiting

) Compression

) Integrated Caching

) Protection Features

i@ HTML Injection

) Load Balancing

i@ AAA - Application Traffic

i
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Details

o | =B No ftem selected.
eature is disabled. b
| navigation Pane P
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Canvriaht{ @) Citriv Suatame The All rinhte racarvad
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Gitrix NetScaler VPX Configuration Utility - Microsoft Internet Explorer The tem plate application units
will show green when both the
front-end public vip and back-

end servers are configured.

: Fle Edit View Favorites Tools Help

: Address | @] http://10. 217, 105. 55/menufa

NetScaler VPX

Monitoring | Configuration | Dashboard | Repos

Settings Save { Refresh All { Help

tation | Downloads | Logout

= ) Hetscaler v 10.217.105.55 2 ‘ (@ Refresh | g Add to Favorites | (&) Help
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Jons OracleEBS121
s PortalPages o P & & & & &
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[ Templates Archives 7] & @ & & & &
[ HTTP Callouts WebServices ] - & & & & &
() Pattern Sets WebSchemas @ o @ & & & &
default [7]] ] @ & & & &+ A
) Rate Limiting 1
) Compression -
) Integrated Caching
1 Protection Features
@ HTML Injection
1) Load Balancing
i) AAA - Application Traffic /
e B
Details: OracleEBS121 2
Public Endpoints: ehsvip  Backend Services: 1 service
Add... | Remove & Configure Public Endpoints. .. @ Confioure Backend Services... & Export... § Visualzer... (] Statistics @ ... ‘

Public endpoints configured successfully [@ Ready [pitem [ §¥ nsroot —
Convriaht(@) Citriv Sueteme Tnr All rinhte recaniad =

Make sure you take this
opportunity to “Save” the
configuration.
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Oracle EBS 12.1 - Load Balancing

The AppExpert Application Template for Oracle EBS 12.1 is already set up for load
balancing, compression and caching upon import. The load balancing algorithm can
be modified, in addition the other template policies.

Load balancing distributes client requests across multiple servers to optimize resource
utilization. Without load balancing and a limited number of servers providing service
to a large number of clients, a server can become overloaded and degrade server
performance. Load balancing prevents bottlenecks by forwarding the client requests
to the servers best suited to handle them. Thus, the NetScaler balances the load on the
servers.

A load balancing setup includes a virtual server (vserver) used to proxy multiple servers
in a server farm and balance the load among them. The vserver identifies the server
using the load balancing criteria and directs incoming client requests to it. When a
client initiates a connection to the server, the vserver terminates the client connection

and initiates a new connection with the selected server to perform load balancing.

Address
7

CITRIX"

Welcome n:

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

Settings Save Refresh All Help
B {J NetScaler VPX 10.217,105.55 ‘ & Refresh ‘ L@ Add to Favorites | (@) Help
J system Compression | Caching Rewrite Fiter | [ ion Firewall
2 Network -
U E’3 OracleEBS121
s PortaPages 9 P & & & & &
g 55L Offioad StylesScripts @ » @ + + + +
2d nEp‘uExuevt Images [ & @ & & L] L
Applications. = Forms [ 2 + + * * +
[0) Access Gateway Applical Reports Q) 2 & & & & &
[ Templates Archives ]| & @ & L] L] &
[0 HTTP Callouts WebServices @ B & & L] & &
[} Pattern sets % g g + 4+ & +
o default 9| L & L +* 4
J Rate Limiting I
i) compression | |
i) Integrated Caching
i) Protection Features
@ HTML Injection
) Load Balanding
@ AA - Application Traffic

e pd
= i | & éA
G@IE) Feature is disabled. J Details; OracleEBS121 > wp) A

E Navigation Pane. Public Endpoints: ebsvip  Backend Services: 1 service  Refle: URL == "/*.jsp" || URL == */*jspx’ || URL == /*.htm’ || URL
= =="/*html || URL == "/*.xhiml || URL == "/*.xml
57 Favorites

J Quick Links [ gpen... k] Remove @& Configure Public Endpoints... & Configure Backend Services... ¥ Mov= Up | g Move Down @) Hits...

li Ready |j nsroot —
v
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Configure Backend Services

Services \Seruice Groups ' Method and Persistence \‘Advanoed \

-LB Method
Method |Round Robin -
A
Least Connection
Least Response Time
URL Hash
Domain Hash )
Destination IP Hash
Source IP Hash
Least Bandwidth »
Persi Backup Persiste
Persistence [one | | | persistence  [nONE -
Time-out (min) | | Time-out (min) |: |

Persist-Netmask | . . . |

o (5]

Select the Method and
Persistence tab.

Select the load balancing
method.

15
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