
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

XenServer Auditing Tool Readme 

Using the XenServer Auditing Tool 
 
Download the auditing tool from the Citrix XenServer Resource Kit page and extract the 
xenaudit.exe file from the xenaudit.zip to a directory on a Windows system, i.e. 
c:\xenaudit 

Step 1 – Copying the log file(s) 

 
Copy the xensource.log file from the XenServer resource pool master server to your 
Windows system.  WinSCP (freely downloadable here and shown below) is a good GUI-
based tool for copying the file.  The xensource.log file is accessible in the /var/log 
directory on the XenServer. 
 
Note:  When XenServer log files grow beyond certain filesize, they will be split up in 
multiple files. Older logging data will be stored in xensource.log.1, xensource.log.2 etc. 
 

 
 

Step 2 – Converting the log file(s) 

 
Using the Windows command prompt, run the following command: 
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xenaudit.exe xensource.log > log.csv 
 

 
 
This will create a comma-delimited administrative log file in CSV format called “log.csv.” 

Step 3 – Interpretation of log information 

Open the log.csv file using Microsoft Excel, or a similar tool.  In Excel, you will see a log similar to 

what is shown below. 

The columns are: 

 Date: date and timestamp of action.  The format is YYYYMMDD and 
HH:MM:SS.xxx 

 User name:  Active Directory username for administrator that performed the 
specific action.  If the “root” user was used, this column will either list “root” or 
it will be blank. 

 Is Local Superuser: If the “root” administrator initiated the action, this will say 
“TRUE.”  If an Active Directory user initiated the action, this will say “FALSE.” 

 Host Name:  This is the name of pool master server at the time the action was 
undertaken. 

 Task Name.  The associated XenAPI call from the action performed either at the 
XenServer CLI or via the analogous GUI-based action in XenCenter. 

 Message:  Details on the action performed, including UUID and/or or 
description where applicable. 
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In the example above, we can see the administrative actions performed by 
administrators “joel” and “adam,” including: 

At 11:12 on June 23 we see that Joel destroyed a virtual machine (VM.destroy) and its 
associated virtual block devices (VBD.destroy). 

At 11:57 on June 23 we see that Adam created a virtual machine by cloning an existing 
virtual machine (async.vm.clone, vdi.create, vbd.create), and then deleted it 
(vm.destroy). 
 
Note:  In the Message field, objects are being listed as uuids. The XenServer CLI can be 
used to determine the friendly-name for those objects, for example, to determine the 
friendly name for a Virtual Machine you could use the following CLI command: 
 
xe vm-list uuid=<uuid as listed in log file> params=name-label 

 


