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Introduction

Citrix® NetScaler® optimizes the deliveiyWeb applicatiofisincreasing

security, improving performance, and expanding Web server capacity. This
approach ensures the best total cost of ownership (TCO), security, availability,
and performance for Web applications. The Citrix NetScaler solation is
comprehensive network system that combinespegid load balancing and
content switching with stadéthe-art application acceleration, lay@rtraffic
management, data compression, dynamic content caching, SSL acceleration,
network optimizationna robust application security to provide a single, tightly
integrated solution. Deployed in front of application servers, the NetScaler
significantly reduces processing overhead on application and database servers,
resulting in reduced hardware and baitbdwbsts.

The purpose of this guide is to help you deploy NetScaler for load balancing
Microsoft® Exchange 2010 Client Access servers. Configuration can be
performed by using the wbhsed configuration utility oetbommandine
interface (CLI).

Withinthe Exchange 2010 server architecture, a NetScaler is located in front of
the Client Access servers with one single virtual IP address and balances the
traffic across the Client Access server pool. Exchange client traffic is bound to a
Client Access servirough NetScaler. Each Client Access server within the

Client Access server pool handles the server applications, security, authentication,
and connection and protocol processing. The Mailbox server at the back end
handles the mailbox data, such asanditontacts. Therefore, the same client

can be processed by any Client Access server in the pool at any given time.

For readers less familiar with the architecture of Exchange 2010, Microsoft
provides a useful overview at
http://www.msteched.com/resources/Content_Files/exchange2010.pptx

Solution Requirements
9 Citrix NetScaler or Citrix NetScaler VPX

1 Microsoft Exchange 2010 Client Access Server, Server, Edge Transport
Serveand Hub Transport Server. (Note: One Exchange 2010 system can
implement multiple server roles.)

Prerequisites

9 Citrix NetScaler running version 9.0 build 61.9 or later (Quantity x 2 for HA)

1 Microsoft Exchange 2010 Client Acaessers and other Exchar2§d.0
components.

1 Client laptop/workstation running various Microsoft Exchange clients.
ActiveSync will require Apple iPhone, handheld running Microsoft Windows
Mobile or other Exchang®mpatible software.
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In cases where it is impractical to deployladieiats, you may be able to use

Mi crosoftds online Microsoft Exchange
simulate the endlser protocols. That service can be found at
https://www.testexchangennectivity.com/

[ Nl ’ . Microsoft Exchange Server Remote Connectivity Analyzer
D) hitps:/ Iwww.testexchangeconnectivity.com/

CjCamina infe ] News HCoogle 4 Amazon.com
| O Micrasoh Exchange 4. |

-, Microsoft®
Exchange Remote Connectivity Analyzer

Select the test you want o run:
Microsoft Exchange ActiveSync Connectivity Tests
) Exchange MctiveSync
) ActiveSyne AutoDiscover
| Microsoft Exchange Web Services Connectivity Tests

el ) Synchronization, Notification, Availability, and OOF
) Service Actount Access (Developers)

['n  Microsoft Office Outlook Connectivity Tests
O ) gutiosk Arywhere (RPC aver HTTP)

() Outiook AutoDiscover
~ Internet Email Tests

O Inbound SMTP Email

) Qutbaund SMTR Email
|

| —

‘ £ 2009 Micrasolt | Porym | Vierson 10 | Peodback | Privacy | Leasl

Deployment Overview

This deployment guide provides the NetScaler configuration for thenfiiont
Microsoft Exchange 2010 Client Acsessers anBdge Transport servers.

This guide does not explain Microsoft Exchange server deploythent o
components in the Client Access server or Edge Transport server deployments.
Be sure to follow the Microsoft Exchange 2010 Planning guide to deploy the
Exchange components.

In accordance with the Microsoft Exchange Planning Guide, the NetScaler will
parse the headers of all the incoming requests and decide which Client Access or
Edge Transport servers to send the request. In addition, NetScaler provides
security and protection for the Client Access or Edge Transport systems and
increases server perfance and efficiency.

NetScaler can provide the following key benefits:

1 Improved L4 through L7 Performance. Provides 15+ gigabits per second
(Gbps) throughpuit.

1 Maximum Feature Concurrency. Supports complex policies by using features
such as compressionntent switching, and application firewall.

1 Accelerated Application Response. Provides advanced compression, TCP
optimization, and static and dynamic caching to speed application
performance.
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1 Integrated Application Security. Provides an application fieauak to
block attacks against Web applications.

1 Improved Datacenter Efficiency. Accelerates datacenter performance by
offloading computentensive TCP connection-sgt and teardown
operations. NetScaler supports Secure Socket Layer (SSL) keyngereeratio
bulk encryption to improve server efficiency.

Follow the specific instructions in this guide for configuring a load balancing
setup for the Client Access server components. Load balancing improves server
fault tolerance and ender response time.dtoad balancing feature distributes
client requests across multiple servers to optimize resource utilization and
improve server performance. NetScaler uses load balancing criteria to accelerate
the application response time by forwarding each clierdtrieqiine server best

suited to handle the request when it arrives. The load balancing feature provides
traffic management from Layer 4 (TCP and UDP) through Layer 7 (FTP, HTTP,
and HTTPS).

The basic building blocks of a typical load balancing configaratgervices

and load balancing virtual servers. The services represent the applications on the
servers. The virtual servers abstract the servers by providing a single IP address
to which the clients connect. To ensure that client requests are sentdg a

you must create services for every server and bind the services to the virtual
server. To connect to a NetScaler appliance, clients use the IP address of the
virtual server and the virtual IP address (VIP). When the NetScaler appliance
receives @nt requests on the VIP, it sends the requests to a server determined
by the load balancing algorithm. Load balancing uses a virtual entity called a
monitor to track whether a specific service (server plus application) is available to
receive requests. Bgfault, the NetScaler binds a monitor to each service.
Alternatively, you can create customized monitors to suit your requirements.

To configure load balancing, you typically need to perform the following steps:

1 Create customized monitors to track thétthe&the baclend servers
(optional).

1 Create services that represent applications on thenobsérvers.

9 Create a virtual server to abstract the-badlservers.

A load balancing setup can be configured by using the following NetScaler user
interfaces

1 Configuration utility. You connect to the configuration utility using a web
browser. The Java Runtime Environment (JRE) 1.4 or greater is required on
the client system running the viiaised configuration utility. The
configuration utility runs as a Japglication.

1 Commandine interface (CLI). You connect a workstation or laptop
computer to the NetScaler by using the supplied serial cable, and then
connect to the CLI by using terminal emulation software. You can also use
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secure shell (SSH) to acces€ttievia IP when configuring a physical or
virtual NetScaler.

Note: This guide provides configuration instructions by using the configuration
utility. Many configuration sections also include a summary of NetScaler
commands.

To launch the configuration|iti

1 Connect the NetScaler to a management workstation or network.
1 Open a browser and type: http://<IP address of the NetScaler>

1 Type the appropriate user name and password in User Name and Password,
respectively. By default, the user name and passwwstbate

1 In Startin, select Configuration.
1 Click Login.

NS9.1: Build 101.5.cl, Date: Jan 19 2010, 07:12:11

NetScaler VPX
ome nsroot@192.168.1.158(VPX2) Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout
Settings Save Refresh All Help
v ) Netscaler VPX 192.168.1.158 ¥ Load Balancing I@ Refresh “ "Lg Add to Favarites II @ Help
» ) System
» U Network Getting Started & Settings
» JDNs o Load Balancing wizard Change SIP settings
> st Load Balancing wizard for Citrix XenApp
» (J s5L Offload Load Balancing wizard for Citrix XenDesktop
»a Apn[xper! Monitor Sessions
» {2 Compression . N .
) Virtual Server persistence sessions
» (@ Integrated Caching .
Clear persistence sessions
» ) Protection Features
» (@ HTML Injection
o g foad Ea"’”‘”q " Configuration Summary
R i B 5 L6 Virtal Servers D) 6 Metric Tables
» (@ Content Switching Hsam Dzs
» (@ Cache Redirection 3 Services 2 servers
» @ Gsib i@ No Service Group (7 No Persistency Group
» & Rewnrite @ 20 Monitors (2] No work Load Manager
» (@ Responder
» @ Access Gateway @ Learn about Load Balancing
» @ Application Firewall
] — ]
(@[2) Feature is disabled.
1] Navigation Pane
¢ Favorites
<& Quick Links
ly | i nsroot
Copyright{®) Citrix Systems, Inc. All rights reserved.
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Network Diagram

A NetScaler appliance resides between the clieth® &lgentAccess and

Edge Deployment servers, so that client requests and server responses pass
through it. The NetScaler eresioptimal distribution of client traffic by the way
it directs client requests. You can segment application traffic according to
information in the body of an HTTP or TCP request, and on the basikdf L4
header information, such as URL, applicati@tga¢, or cookie. Numerous

load balancing algorithms and extensive server health checks provide greater

f%

External
SMTP
servers

Enterprise Network Phone system
‘ (PBX or VOIP)

Edge Transport i Hub Transport
Routing & AV/AS m Routing & Policy

Mailbox Unified Messaging

Storage of mailbox Voice mail &
items voice access

Mobile phone i
iz

~ L Client Access
Web browser Client connectivity
Web services

)’ e
Outlook .I sk

{remote user) L S E Line of business application

Qutlook (local user)

application availability by ensuring that client requests are directed to the
appropriate servers. The following network diagram illustrates the Citrix
NetScaler deployment in a typical Exchange 2010 enterprise deployment.
Requests originate from the clients and go through the NetScaler to the Client
Access servers. Client Access servers get all the information from the backend
Exchange components argpond to the incoming request.

NetScaler Deployment
The following sections provide instructions for configuring the NetScaler for
Client Access servers and Edge Transport servers.

Client Access Server

The Client Access server role is one of five disénatr roles for Exchange
2010. The Client Access server role accepts connections to your Exchange 2010
server from different clients. Software clients such as Microsoft Outlook Express
and Eudora use POP3 or IMAP4 connections to communicate with the
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Exchange server. Hardware clients, such as mobile phones, use ActiveSync,
POP3, or IMAP4 to communicate with the Exchange server. You must install
the Client Access server role in every Exchange organization and every Active
Directory site that has the Maills@xver role installed.

This deployment guide provides instructions on how to configure NetScaler to
handle connections from the following clients to the Client Access servers:

1 Outlook Web App in Exchange 2010. Provides accessaibfeom any
Web browse Outlook Web App has been redesigned in Exchange 2010.
Features such as chat, text messaging, mobile phone integration, and
enhanced conversation view, provide an enhanced user experience from any
computer that has a web browser.

1 Microsoft Exchange Aca®ync client applicatioBynchronizes data
between your mobile phone and Exchange 2010. You can synchronize e
mail, contacts, calendar information, and tasks.

1 Microsoft Outlook Anywhere. Allows Exchange access through the

Microsoft Outlook 2010 clientbyu nnel i ng Outl ookds MAP

an HTTP connection. (This was formerly known as RPC over HTTP. The
protocol still functions by wrapping remote procedure calls inside the HTTP
layer, only the name has changed.)

1 Post Office Protocol (POP3) and InterMessage Access Protocol
(IMAP4). Allows online and offline access to mail byOutlook mail
clients.

1 RPC Client Access. Provides access to Exchange mailboxes through MAPI
(Messaging API), but in Exchange 2010, moves the connectivity point from
the Maibox server role to the Client Access server. Note: The Mailbox and
Client Access server roles may be implemented in the same Exchange
machine.

The following table from the Microsoft planning guide provides information on
the ports that are utilized forieZit Access servers. The VIP Port is the virtual IP
address that you choose to assign to your NetScaler. This is the address that
client systems will communicate with. It is NOT the physical IP address of the
Exchange system.
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Ports and Protocols Used by Echange 2010 Clients

Client Access serverole VIP Port Server Port Protocol Notes
Outlook Web App 443 80 HTTPS
Active Sync 443 80 HTTPS
POP3 995 110 TCP
IMAP4 993 143 TCP
RPC Client Access Any Any TCP
Outlook Anywhere 443 80 HTTPS

Configuring NetScaler for Outlook Web App (OWA)

This section covers the configuration steps for load balancing Client Access
servers for OWA clients. As illustrate
a typical OWA request comes in from the Internet through the DMZ and get
terminated at the NetScaler.

NetScaler performs the following functions on the request:

1 Terminates SSL connection and performs SSL decryption. This reduces CPU
load on the Access Client servers enabling them to handle more client
requests. (Exchangdlweed to be reconfigured so as NOT to require SSL
when processing traffic via NetScaler.)

1 Check health of the Access Client servers. This increases availability of the
servers.

1 Load balances multiple Access Client servers to handle OWA requests
efficienty to ensure high availability of the Access Client servers.

1 Compresses traffic to decrease response times.

Creating Services for OWA

If any of the menu items are unavailable, be sure the appropriate features are
selected by navigating to System > Setingd click Change basic features. The
NetScaler should have at least the roles indicated in the following screen shot.

[ NN &) Configure Basic Features

SSL Offloading :
Compression :

Load Balancing :
Content Switching :
Content Filtering :
Integrated Caching :

Rewrite :

TRONDMNEMERR

Access Gateway : |
Authentication, Authorization and Au... [

Application Firewall : [ Page 9

[@ Help | [ @ quickLink] (0K ) ( Close )

A
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The first step in the configuration process is to identify Client Access servers that
are ready to handle OWA connections and add theeméces as shown below.

Navigate to Load Balancing > Services, click Add, and enter the values as shown
in the screen shot. Pl ease note that
be the IP address of your Exchange Server. Select the nmohiiarkaAdd to

Service Name* Exchange_2010_owa Server |192.168.1.154 d

Protocol” [HTI'P +) Port* 80

a Enable Service

s Policies ~—Advanced | 550 Settings Y

Monitor [hresholc o

‘ Max Clients 0

~ldle Time-out (secs)

Client Server

~Settings (M Override Global

[J UseSource IP ] Client Keep-Alive [ | TCP Buffering ¥ Compression

[l Client IP Header

<

4

bind the http monitor to the service.

Enable compression on each service by clicking advanced tab and selecting the

Service Name* Exchange_2010_owa Server |192.168.1.154 ﬂ

Protocol* [H'I'I'P % Port* B0

E Enable Service

s Policies ~Advanced | S50 Settings

Mornitor Thresholc

‘ Max Clients 0

~ldle Time-out (secs)

Client Server

—Settings (M Override Global

[J UseSource IP [ Client Keep-Alive [ | TCP Buffering ™l Compression

] Client IP Header

<

4

Compressiosheck box.

You will need to repeat the steps above for each Exchange Client Access server
that you want to kd balance.
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Import SSL certificate

Because the NetScaler will be terminating the SSL connections on behalf of the
Exchange system (offloading that burden), the NetScaler will need an SSL
certificate imported into its system for use in thisw@eassumehat the

certificate is available to the user.

If you are planning to utilize a certificate from the Exchange system, follow these
instructions to export the certificate file.

On your Exchange System, open the Exchange Management Shell and input the
coomand -BxceitangeCertificate. o6 This wil!/
certificates for the specified Exchange services.

Get-Exchangecertificate

§file = Export-ExchangeCertificate -Thumbprint BF3024C4AA90FSECATDEDS5E428629D89698BBA1E ~BinaryEncoded: $true -
pPassword (Get-cCredential).password

set-Content -Path "c:‘\htcert.pfx" -value $file.FileDpata -Encoding Byte

Use these three commands to generate a
with the thumbprint specified by the hex string. Vighempted, enter a user
name and password, which will be used for importing into the NetScaler. Then,

(:?dlet*name) or {cmdlet-name> —7
re

xblog
t format-list

. Full. and Examples switches:

71 C4BEDBB1570812D17@?FCEZ182F2E7?8

B
9086 D11 ED8D484C1 BFCC46@26 CFF296C51 421 2F6 I, 0=Contoso, L=Redmond. S=WA, C=US
D6 8EABTAAD7BDCED7348731 EDB3765D5F468A7 BF vord:

38511 DBF2BSDS@B2BE4374%2D2 70BFESS BFSEBDE

8F3024C4AN9BFSECA?DEDSB428B29D8 B8 BBALE

WC3808D1 DAEFFC?1 C6EB47875BSBIE2C6 7BFFACE htoso,. DC=com

[PS1 G:\lindous\system32>$file - Export—E == 9BFS ECAPDEDS B428B29D29BISBEALE —Binar
Encoded:$true -P: word (Get-Credenti. -

t Get—Credential at command pipe
» the following param

transfer the file to the system being used to access the NetScaler.

On the NetScaler, navigate to SSL, and click Import PKCS#12 in the details
pane. Prode the required information. The output file name being its
representation on the NetScaler.
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Output File Name* exchange_2010_cert | Browse... )

PKCS12 File Name* /Users/johntolly/Desktop/htcert.pfx [ Browse... )

Import Password* quuuu I

Encoding Format [ H-i

PEM Passphrase

Verify PEM Passphrase

ClickOK, and then navigate &5L > Certificatesand clickAdd. Provide the
information, using the above screen shot as a guide, alm$@IEKThe
Certifiate should appear on the NetScaler.

Certificate-Key Pair Name* Exchange_2010

~Details

Certificate and key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name* [nsconfig/ssl/exchange_2010_cert i3] Browse (Appliance) | {5 Insert..
Private Key File Name /nsconfig/ssl/exchange 2010 cert i3] Browse (Appliance) | ] Insert..
Password Io.ccoc.ocol I

Certificate Format ®pem O DER

Notify When Expires () Enable (®) Disable

Notification Period

Create a Content Rewrite Policy

To point the NetScaler virtual servers to the correct URL for Outlook Web App
access, create a content rewrite policy for the request from the NetScaler to the
Exchange 2010 Client Accsssrer.

On the NetScaler, navigateRiewrite > Actionsand clickAdd. Copy the
information from the following screen shot, and Clielate
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MName* owa_rewrite

Type | REPLACE -+
Use this action type to replace specified text reference with custom
Text in request / response.

Expression to choose target text reference

http.REQ.URL

L4 Prefix‘ @ Add.. - B operatwors ‘v Eva\uate...‘ |@ Clear
String expression for replacement text

"fﬂwa”l ;

=

[ ] PFEfI}(‘ P oAdd.. - ‘@ Operators ‘v Eva\uate...‘ |m Clear
Pattern

Enter regular expression or use toolbar below

. Regex Editor... @ Regex Tokens | Clear

In string expressions, string constants and expressions can be concatenated
with "+" operator. Please make sure that string constants are enclosed in
double quotes.

[_] Bypass Safety Check

A

Then, navigate tRewrite > Policiesand clickAdd. Copy the content from the
following screen shot, and cl@kK.

Name* owa_rewrite_policy

Action* [ owa_rewrite H ‘@ MEWIE Mnd\fyml
Undefined-Result Action [ ~Global undefined-result action- Lﬂ

rExpression

http.reg.url.eq"/")

«| |

L] Preiixl P Add.. = |@ Operators ‘v Evaluata...l |@ Clear

o) o)

A

These steps allow the virtual server
Create an SSL virtual server

Create a virtual server and bind the services that we created previously and enable
a persistence scheme and a load balancing algorithm.
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Navigated Load Balancing > Virtual Serversand clickAdd. Enter the values

as shown in the following screen shots. Note that each service that you created in
the first step of the OWA configuration will appear as an available service name
in the Services screeheTlP address that you enter in the upgat corner of

the dialog box is the virtual IP (VIP) address that OWA clients will use to access

OWA.
1. TaNe] Create Virtual Server (S5L Offload)
Name*  Exchange_2010_owa_vserver ( 1P Address Based () IP Pattern Based
Proto.. [ S5L [3) IPAddress® 152 168 .1 . 101 O Ipvé
("] Enable Authentication Authentication FQDN Port* 443
™ Directly Addressable ¥ State ) Network VServer Range 1
46—55\'6«9—1 Service Groups | Policies = Method and Persistence  Advanced = SSL Settings ) —
Activate All Deactivate All m
Active | service Name | IP Address | Port | Protocol | state | Weight | Dynamic Weight ||
4] Exchange_2010_owa 192.168.1.154 BOHTTP 2 DOWN .
V] Exchange_2010_owa_2

192.168.1.164

[5]
BOHTTP © DOWN <l

|3 Add... | (] open... [ k&) Remove |

VA

This virtual server will handle all https requests, that is, requests that arrive over
SSL sessions.

ClickMethod and Persistenceand choose the load balancing algorithm and
persistence scheme as shown in the screen shot. Rboonddrobin

(recommended by Microsoft)least connection for load balancing and choose
cookie insert for persistence.
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[l-FeNs

Name*  Exchange_2010_owa_vserver

® IP Address Based (O IP Pattern Based
Proto.. | SSL [3) [PAddresst 192165 .1 . 171 O Ive
[ Enable Authentication Authentication FQDN [RemiE 443
™ Directly Addressable [ State ] Network VServer Range 1
o [services | Service Groups | Policies - Method and Persistence  Advanced = SSL Settings
LB Method
Method | Least Connection ]
Persi e Backup Persistence
Persistence [ COOKIEINSERT H Persistence
Time-out... |2 Time-out (min)
Version Persist-Netmask

Click SSL Settingsand add the imported certificate tis thrtual server by

k3

highlighting ore2016cert (or whatever the name was of the certificate that you
imported earlier) and clickiAdd.

Name*

Exchange_2010_owa_vserver

Proto... [ SSL

e IP Address Based O IP Pattern Based

("] Enable Authentication Authentication FQDN

IP Address* 192 . 168 . 1 . 171

C1IPve

[add |
Add as CA >
< Remove

Install.. =

Port* 443

™ Directly Addressable ¥ State ] Network VServer Range 1
[ services Service Groups ~ Policies ~ Method and Persistence = Advanced - SSL ing: :

| ssL Parameters... || Ciphers... || ssL policies... |

~Availabl c

‘ Certificates H Certificates Type ‘CRL Mandatory
ns-server-certificate Exchange_2010 Server Certificate

Exchange 2010

2

ClickPolicies > Content Rewrite and apply the policy created earlier to the
virtual server.

Page 15



CiTRIX

fann Configure Virtual Server (Load Balancing)

Name* Exchange 2010_owa_vserver =) IP Address Based _J) IP Pattern Based

Proto SSL + IPAddress* 192 . 168 .1 . 171

[_] Enable Authentication Authentication FQDN Port* 443

State @ UP _| Network VServer Range 1

[Services  Service Croups ~ Policies | Method and Persistence  Advanced  SSL Settings 1

X compression S Filter |5 HTMLInjection < Rewrite (Request) =  ®@ Responder () Cache (Request)y = [ Auditing E3 Authorization

&) Application Firewall 4 SureConnect @ Priority Queuin, g

Priority | Policy Name | Expression | Action | Goto Expression | Invoke

100 lowa_rewrite_policy * |http.reg.url.eq("/") owa_rewrite

Details : owa_rewrite_policy 2, Find
Action: owa_rewrite  Rule: httprequrl.eq(’/") Hits: 0 Undefined-Result Action: -Global undefined-result action-  Undefined Hits: 0 Active: No

[ msert poticy [ ] unbind Policy | [t Regenerate Priorities | | | (] Modify Policy |

A

ClickOK and it will ceate a virtual server that is ready to accept incoming OWA
requests encrypted via htidsetScaler will then send these requesite tiack
end server in clear texding http.

This could cause a problem for OWA deployments as the server is not aware of
SSL offload and responds to the queries with redirects that are in http mode.
Therefore subsequent requests fitoaclients show up itheclear on port 80

on NetScaler. There are two ways to mitigate this problem. First method requires
theuser tare-configure Exchange servierdicating to them that SSL has been
offloadedFollowing(http://technet.microsoft.com/en
us/library/bb885060(EXCHG.80).a3mxe the steps to do that

1. Start Registry Editor.

2. Locate the following registry
key:HKEY_LOCAL_MACHINE \ SYSTEM CurrentControlSet Servic
ess MSExchange OWA

3. On theEdit menu, clicNew, and then clicWORD Value.

4. In the details pane, name the DWORD valseOffloaded

5. In the details pane, rigtlick SSLOffloaded and then clicklodify.

6. IntheEdit DWORD Value dialog box, ivalue datg typel

7. Restart the IIS Admin Service (IISAdmin). To do this, @g@@mmand

Prompt window, and then typereset /noforce.
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Secondway is to configure NetScaler to redirect any traffic that comes to OWA
server on port 80 to port 443r this we need to create another virtual server
that will respond to requests that might arrive, unencrypted, via http on port 80.

In Load Balancing > Virtual ServersclickAdd. This time, seletfTTP as

the protocol. You will note that tB&L Settinggab is disabled as HTTP does
not use SSL. As before, the IP address in the-tigipiecorner should be the
VIP that you have allocated as the external address for €&8¥8ABe sure not
to bind any services to the server.
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[NeNs]

Name*

Exchange_2010_owa_http_responder

@ IP Address Based () IP Pattern Based

Proto... | HTTP

L1171

H-] IP Address* 192 . 168 . 1 [ ipvé

("] Enable Authentication

Authentication FQDN

Port* 80

™ Directly Addressable [ State [ Network VServer Range 1
: i | Service Groups = Policies = Method and Persistence | Advanced | S5L Settings S
Activate All Deactivate All 2, Find
Active Service Name IP Address Port | Protocol State Weight Dynamic Weight
[] Exchange_2010_owa 92.168. & |
[m] Exchange_2010_owa_2 192.168.1.164 BOHTTP O DOWN 1]:]

On theMethod and Persistencaab, usd.east ConnectionLB method and

None for persistence. On tialvanced tal) in Redirect URL, enter the VIP
of the https virtual server.

&) 9)
Name* |Exchange_2010_owa_http_responder © IP Address Based () IP Pattern Based
Proto... | HTTP T5) IPAddress™ 152 . 168 .1 . 171 (] 1pvé
[ Enable Authentication  Authentication FQDN Forts 80
# Directly Addressable ¥ State (] Network Vserver Range 1
~ [serices Service Groups Policies Method and Persistence SSL Settings |
Redirect URL |https://192.168.1.171 | Client Time-out(secs) 180
Backup Virtual S... | =)
Vserver IP Port In OFF
Redirection Mode @) IPBased (O MACBased () IP Tunnel Based () TOS Based TOSId |0
pillover
Method | NONE 4] Threshold
[ Persistence  Persistence Time-out (min) |2
Push VServer B‘ Push Label Rule @ Configure
[J push (] Push Multiple Clients
[ Cache Redirection (] PQ  [JSC [ Sessionless Connection Failover | DISABLED =+
[ Redirect Port Rewrite ¥ Down state flush || kTSP Natting [ Disable Primary When Down
Come)
4

Finally, you will need tod on to your Exchange Client Access servers with

administrative privileges to modify the SSL settings of several components to

allow Exchange and NetScaler to communicate properly.

You can access the Exchange Server system either through a physscat consol
Microsoft Remote Desktop. The Exchange OWA service makes use of Internet

Information Services (IIS)-cesident with Exchange. It is within the IIS

configuration where we need to reconfigure the system so that SSL connections

are not mandatory betwethe Exchange Client Access server system and the
NetScaler.

Page 18



CiTRIX

Launch IIS Manager on the Exchange Client Access server system. (It is found in
the subfolder of Applications callédiministrative Tools.) Expand the menus,
as shown below, until the nodelWwdefault Web Siteare visible.

[ 192.168.1.154
™ Internet Information Services (11S) Manager
G (% scon s J& = 5 |
Fie View Help [
@9 sLc-DCOL Home i
L5 = NE=R] Y 2 Manage Server |
&5 Start Page 2
4 qaj s Filter - (0o - GShow Al |Groupby: area (I; e |
Start
[} Application Pools Feature Name_ = | Desaiption - 2
-8 Sites ASPNET G
=€) Defauit wieb Site View Appiication Pools
[ NET Authorization Rules  Configure rules for authorizing users to access Wieb sites and applications
NET Compiation Configure properties for compling managed code. bt
I NET Error Pages Configure pages to returm when errors occur @ Heb
@ NET Globalization Configure globalization properties for managed code Online Help

Configure trust-evel policy fles and the selected trust leve! for ASP.NET applic

| 5
P Certsry Configure name and value pairs for managed code to use at runtime ‘

| ef|Connection Strings Configure strings that Web sites and applications can use to connect to data s¢
31 Exchange PMachine Key Configure hashing and encryption settings for managed application services ‘
| 7 Exchineb 5 Pages and Controls Configure properties for pages and controls in ASP.NET applications
P Microsoft-Server-ActiveSyr | 43, Praviders Configure providers for provider-based application services
| Loas 85 session state Configure session stata settings and Forms authantication cookie settings ‘
[ sMTP E-mail Configure e-mail address and delivery options to send e-mail from Web applicat
I ] Public s ‘
| 4P ASP Configure properties for ASP applications = ‘
2%, Authentication Configure authentication settings for sites and applications
&l Compression Configure settings to compress responses |
| | @Defaut Document Configure defauit files to retum when cients do nat specify a fle in a request
[olpirectory Browsing Configure information to display in 2 directory listing |
| Error Pages Configure pages to return when errors oceur
{elFailed Request Tracng ... Configure logaing of falled request traces |
| 2 IHandler Mappings Specify resources that handle responses for specific request types
<% HTTP Redirect Specify rules for redirecting incoming requests to anather file or LRL I
I 1 HTTP Response Headers  Configure HTTP headers that are added to responses from the Wieb server
W tcAnt ot i ki .- teant —i et

S |

Content View |

Qi)
4 | | [ElFeatures vien

There are several web site elements that you will need to modify: EWS,
Exchange, Exchweb and OWAeTconfiguration change is the same for all of
these. You can apply these changes in any order.

Highlight one of the fdkers, EWS is highlighted in our example, and scroll down
on the middle scroll bar until you see IS Settings (near the bottom).

1ann 192.168.1.154 !
"B Internct Information Services (II5) Manager
&0 [P scom » st v oeaituehste » Ews b |6l < @ -
Fle View Help
s Home P
le- 11z 18 9/ B Ecie
G5 Start Page Edit Permissions...
" €5 sLc-pco1 (conTosowdminsrator) elen B fco ; Fisow sl | can by wea @
| 7} Application Pools Feature Name [ Description =l
B8] Stes 2 providers Configure providers for provider-based appication services View Virtual Directories
i (=P Defauit Web Site 3 5 .
3 £ Session State Configure session state settings and Forms authentication cookie settings =
i F wmes Manage Application
App_Data [EhsmTP E-mail Configure &-mail address and defvery options to send e-mai from Web applicat
i L App.t et Browse Application
[ aspnet_cien —
B Autodscover s Bronse :50 (http)
{a| CertEnroll iplasp Configure properties for ASP applications Browise :1024 (ttp)
P certsry Configure settings for sites and applications Bronse %443 (https)
3 E\Ts &) compression Configure settings to compress respanses Achvaced Settign
2 | @Default Document Configure defauit fis to retun when cients do not specify a fil in a request
] Exchange @ rep
| Exchweb [lbirectory Browsing Configure information to display in a directory listing
T 1406012 Error Pages Configure pages to return when errors accur Oriine Help
] 14.0639.4 {iglFaled Request Tracing ... Configure logging of falled request races
] auth #Hander Mappings Specify resources that handie responses for specific request types
Zen ¥ HTTP Redirect Specify rules for redirecting incoming requests to another file or URL
L Current 2 |HTTP Response Headers ~ Configure HTTP headers that are added to responses from the Web server
j forms ElLogaing Configure how I15 logs requests on the Web server
smime g
= epel = MIME Types Configure extensions and assodated content types thatare served as static fi
5 Miaosoft Server Actvesync| j-.?ﬂmmu\es Configure native and managed code modules that process requests on the Wel
o 0B (34 Output Caching Speafy ruies for caching served content in the output cache
P owa = Request Filtering Use this feature to configure fitering rules
(2 Powershel £sSL Settings Specify requirements for SSL and clent cer ificates.
{a] Public
Management
[£] configuration Editor Provides a generic Configuration Editor

atl

sl
q (] [ElFeatures vew

Ready

| (5 6] @B :

Content View
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Doubleclick theSSL Settingscon to bring up the detailed settings. As a
default, you will sdeequire SSLis selected. Cledwat check box (as show in
our example), and click the radio buttorAfrept client certificates. Once you
have done this, be sure to clickAbely action in the uppeatght corner of the
screen.

You will need to repeat the change to the SSL cauifoiguin each of the other
three folders referenced above.

192.168.1.154

“E Internet Information Services (II5) Manager

@G! [:0 } SLCDCO1 b Sites b DefaultWebSite b EWS b ]{n e -
Fle Vien Hep
= £J  ssL settings [
€-1d|% |8 [ s & o
5 start Page = Cancel
;€ SLc.DCD1 (CONTOSO Admiisrator] This page lets you modify the SSL settings for the content of a Web site or application, ; :
Hel
- ,;D Application Podls ™ Require 55 ‘p ‘
(8] Sites Online Help
2@ Defauit Web St Client certificates:
3 _wmes ' Ignore
+[] App_Data & Accept
- sspret_dent € Requre
utadiscover
rol
14.0.621.2
| 14.0.639.4
¥ Microsoft-Server-ActiveSync|
: (5] Elesmves i
Configuration: Tecalhost’ applicationHost.config , <location path="Default Web Site/EWS"> L5
=== 9:46 AM
o 0 B @) 5[ k -
= & | oy | 9 B o =
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Summary of NetScaler Commands for OWA

enable ns feature WL LB CMP SSL REWRITE

add server 192.168.1.154 192.168.1.154

add server 192.168.1.164 192.168.1.164

add service Exchange_2010_owa 192.168.1.154 HT g0 NONE-maxClient 0-maxReq 0-cip DISABLED -usip NO-useproxyport YESsp OFF
-cltTimeout 180-svrTimeout 366CKA NO -TCPB NO-CMP YES

add service Exchange_2010_owa_2 192.168.1.164 HTFgs8® NONE-maxClient 0-maxReq 0cip DISABLED -usip NO-useproxyport YESsp
OFF-cltTimeout 180-svrTimeout 36GCKA NO -TCPB NO-CMP YES

add rewrite action owa_rewrite replace http.REQ.URIotva\""

add rewrite policy owa_rewrite_policy "http.req.url.€4()" owa_rewrite

add Ib vserver Exchange_2010_owa_vserver SSL 192.168.1.17petdB&tenceType COOKIEINSERTItTimeout 180

add Ib vserver Exchange_2010_owa_http_responder HTTP 192.168.1.4%rd6tence Type NONEedirectURL 'https://192.168.1.171-cltTimeout
180

bind Ib vserver Exchange_2010_owa_vserver Exchange_2010_owa

bind Ib vserver Exchange_2010_owaexwer Exchange_2010_owa_2

bind Ib vserver Exchange_2010_owa_vserpeticyName owa_rewrite_policypriority 100-gotoPriorityExpression ENEtype REQUEST

bind Ib monitor http Exchange_2010_owa_2

bind Ib monitor ping Exchange_2010_owa

add ssl certKey Ex@nge_2010cert "/nsconfig/ssl/exchange_2010_cekigy "/nsconfig/ssl/exchange_2010_cert"

bind ssl vserver Exchange_2010_owa_vseswertkeyName Exchange_2010
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Configuring NetScaler for Microsoft Exchange ActiveSync (AS)

Exchange ActiveSync® lets devices suchedlsilar telephone or a Microsoft
Windows Mobile® powered device access corporate information on a server that
is running Exchange. Exchange ActiveSync is a data synchronization service that
enables mobile users to access time#ile calendar, and contacts and retain

access to this infoation while they are offline.

This section covers the configuration steps for load balancing Client Access
servers that are enabled in ActiveSync mode. As illustrated in the earlier
ONetwork Diagratd s e c t i 0 n yeSyac reéqyept icornaslin fréne thei
Internet through the DMZ and gets terminated at the NetScaler. NetScaler
performs the following functions on the request:

SSL termination to decryption

Health monitoring of the Client Access servers
SourcelP persistencer Rule based persistence
Compression

Load balancing based on Rumind Robiralgorithm

= =2 =4 4

Import SSL certificate

Follow the same instructions that were used to import SSL certificate for OWA.

Creating Services for AS

Follow the same instructions that were used for creating services for OWA client
and e the appropriate IP addresses for the Client Access servers.

Create an SSL virtual server

Follow the same instructions that were used for creating OWA virtual server.
Select HTTP health monitor and useRband Robirtoad balancing algorithm
Source IP address can be used for persistence, but this could pose a problem
with clients coming from behind a NAT senAdtrnativelyif basic

authentication is being used by ActiveSync, NetStaleased persistence can
be usedising the Authorization hea@dsrshown in the following screenshot
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F |
3 . -
|£: | Configure Virtual Server (Load Balancing) SA'w u
||
Name* |e2010_owa_vserver | (®) 1P Address Based () IP Pattern Based
Protoc... |55|_ v| IP Address™ |10 . 217 . 100 . 10 |
[_| Enable Authentication Authentication FQDN | | Port* |a43 |
State 2 DOWN [SSL feature disabled] [ Network VServer Range
Services | Service Groups | Policies  Method and Persistence | Advanced | SSL Settings |
I -LB Method I
Method [Round Robin -
tl
I I
i H
| I
|
|
N
N
[l it
i P
i Persistence  [RULE ~| | | Persistence  [NONE ~|
H Time-out (... |2 | Time-out (min) |2 |
i
http.REQ.HEADER("Authorization™) Persist-Netmask | . . . |
i Rule & configure |
Response I
I " Rula Q Conﬁgurel_ |
I Comments |Creating a virtual server for OWA and adding all the services that we created in the previous step |
I I
@ o] |

Configuring NetScaler for Microsoft Outlook Anywhere (OA)

In MicrosoftExchangé&server2010, the Outlook Anywhere feature, formerly
known as RPC over HTT&Jows clients that use

MicrosoftOffice Outlook 2010, OutlooR007, or OutlooR003connect to their
Exchange servers over the Internet using the RPC over HTTP Windows
networking omponent.

This section covers the configuration instructions for load balancing Client

Access servers that are enabled in OutlogWwiere mode. As illustrated in the

ear NetvrkDiagrad section, a typical OA requ
Internet through the DMZ and gets terminated at the NetScaler. NetScaler

performs the following functions on tleguest:

1 SSL termination to decryption

1 Health monitoring of the Client Access servers
1 SourcelP or Rule based persistence

1 Compression
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1 Load balancing based Round Robimalgorithm

Import SSL certificate

Follow the same instructions that were used to impode®8icate for OWA.
If you plan to use the same certificate as used for OWA, you may skip this step.

Creating Services for OA

Follow the same instructions that were used for creating services for the OWA
client and use the appropriate IP addresseef@iigdnt Access servers.

Create an SSL virtual server

Follow the same instructions that were used for creating the OWA virtual server.
Select HTTP health monitor and useRbend Robifdoad balancing algorithm
Source IP address can be used for persistence, but this could pose a problem
with clients coming from behind a NAT senAdtrnativelyif basic

authentication is being usdiktScalerule based persistence can be usied

the Authorization headas shown in th&ctiveSync section

Configuring NetScaler for IMAP4

Internet Message Access Protocol (IMAP4) is an Application Layer Internet
protocoloperating on port 143 that allows anagl client to accessrail on a
remote mail server. Within Microsoft Exchange, IMAP4 clients are serviced by
the Client Access server component.

IMAP4 does not offer advanced collaboration features, such asioglendar
contacts, and tasks. IMAP4 is commonly usethailelients, such #&ndows
Mail, Windows Live Mail, and Mozilla Thunderbird.

IMAP4 cannot be used to send messages from a client applicatiortaithe e
server. Email applicadns that use IMAP4 to send messages rely on the SMTP
protocol to send messages. The connector for recemaiggibmissions from
client applications that use IMAP4 is created automatically on every Hub
Transport server.

This section covers the instrans for load balancing Client Access servers that

are enabled for | MAP4 pr Network Didgram As i | |
section, a typical IMAP4 request comes in from the Internet through the DMZ

and gets termated at the NetScaler. NetScaler performs the following functions

on the request:

1 SSL termination for decryption
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1 Health monitoring of the target servers using-d&3@d health monitor
1 Load balancing based on Least Connection algorithm

Import SSL certificate

Follow the same instructions that were used to import SSL certificate for OWA.
If you plan to use the same certificate as used for OWA, you may skip this step.

Create a TCP level monitor for IMAP4 (optional)

NetScaler can create an extended TCP lem#&bntbat can monitor the
availability of the IMAP4 server banner through a TCP connection.

Navigate to LoaBalancing > Monitors and clickAdd. Use the values in the
following screen shots to create a TCP level monitor.

g LRTM (Least Response Time using Monitoring)

] TOS TOSId

[_] Transparent

[ Secure

o S
Name* e2010_IMAP4_monitor Type* [ TCP-ECV I-H
E S P: | Special Parameters 1

Interval 30 | [ seconds 3| Destination IP 192 .168 . 1 . 154 ) IPv6
Response Time-out 5§ [ Seconds +| Destination Port 143
Down Time 120 [ Seconds +| Dynamic Time-out
Deviation [ Seconds +| Dynamic Interval
Retries 3 Resp Time-out Threshold
SNMP Alert Retries 0 Action NONE :
Success Retries 1 =

. ) Custom Header hd
Failure Retries 1}

|_| Treat back slash as escape character

™ Enabled | Reverse

1 IP Tunnel
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ClickSpecial Parametersand us the values in the following screen shot to
create a TGRevel ECV monitor. Clickreateto create a TCP level monitor for

IMAPA4.

Createbonitog

Name*  e2010_IMAP4_monitor Type*

[ Tep-Ecv FH

[ Standard Parameters pecial 1

Send String

<1

[_] Treat back slash as escape character
Receive String

The Microsoft Exchange IMAP4 service is rea |
dy.

"] Treat back slash as escape character

4

Create Services for IMAP4

Follow the same instructions that were used to create services for the OWA
client. Navigate t8SLOffload > Services > Addand use appropriate IP
addresses for the Client Access servers. Set theJgt3tise the
€2010_imap4monitor that was created in the previous section.

Server |192.168.1.154 -]

Service Name* Exchange_2010_IMAP4

Protocol® [TCP x| Port* | 143

8 Enable Service
[ Moniters | Policies = Advanced = SSL Settings

rAvailable ~Configured

Monitors | ﬂ‘ Monitors | | |
lEpEEey) - 22010_IMAP4_monitor 1 ¥
http-ecv
udp-ecv
dns

i
tcps

https

teps-ecv

https-ecv

ldns-ping

ldns-tcp

ldns-dns -

F 5
. < Remove )

[ @ Help | [ <@ Quick Link ( Create ) ( Close )

A
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Create an SSL virtual server

Follow the same instructions that werd ésecreating the OWA virtual server.
Use port numbe®93(standard SSL IMAP4 port). Use the Least Connection
load balancing algorithm.

F-Fals)
Name* Exchange_2010_IMAP_vserver (*) IP Address Based () IP Pattern Based
Proto... SSL_TCP IP Address* 192 . 168 . 1 . 171

[_| Enable Authentication Authentication FQDN Port* 993

State @ UP ] Network VServer Range 1

{ | Service Groups | Policies  Method and Persistence =~ Advanced = SSL Settings .

Activate All Deactivate All 2, Find

Active Service Name IP Address Port | Protocol State ‘Weight Dynamic Weight
Exchange_2010_IMAP4 192.168.1.154 L B o

V]
= Exchange_2010_SMTP 192.168.1.154 25 TCP @ up 1)]3]

‘ [ Add... | |41 open... | lg] Remove |

G (Tme)

A

In SSL Settingsonce again add the Exchange Certificate to the virtual server.

ClickOK, and the NetScaler will badg to forward IMAP requests.

Page 27



CiTRIX

Troubleshooting

If the monitor created for IMAP services does not go up when there is physical
connectivity to the Exchange Server, you may need to customize the application
monitor.

On the Exchange server, ensure that tiwecss for IMAP4 and POP3 are
started. Log on to the Exchange Management Server and navigate to Server
Configuration > Client Access > POP3 and IMAP4. Open the IMAP4

IMAP4 Properties I

General | Binding I Authentication | Connection I Retrieval Settings |

Ol
%D'“ IMAP
L

Modified:  Saturday, February 13, 2010 12:35:28 FM

Banner string:
The Microsoft Exchange IMAP4 service is ready. ;I

[~

G) “You must restart the Microsoft Exchange IMAP4 service for the configuration
changes to take effect.

'.d QK I Cancel | Apply I Help |

Properties dialog box and note the banner string. This should match the string
inputted nto the Special Parameters section of the IMAP4 monitor.

Summary of Commands

add service Exchange_2010_IMAP4 192.168.1.154 TCRds#8 NONE-maxClient 0-maxReq Ocip DISABLED -usip NO-useproxyport YESsp
OFF-cltTimeout 9000-svrTimeout 9006CKA NO -TCPB NO-CMP NO

add Ib vserver Exchange_2010_IMAP_vserver SSL_TCP 192.168.1.17p&98tenceType NONEEItTimeout 9000

bind Ib vserver Exchange_2010_IMAP_vserver fiamge_2010_IMAP4

add Ib monitor e2010_IMAP4_monitor TEECV -send "GET /"recv "The Microsoft Exchange IMAP4 service is readyRTM ENABLED -interval
30-resptimeout 5downTime 2 MIN-destIP 192.168.1.154lestPort 143

bind Ib monitor e2010_IMAP4_motoir Exchange_2010_IMAP4

set ssl vserver Exchange_2010_IMAP_vseregrherRedirect DISABLEDssIv2Redirect DISABLED

set aaa parametenaxAAAUsers 10

set aaa preauthenticationparamepeeauthenticationaction ALLOW ule ns_true

bind ssl vserver Exchang2010_IMAP_vservercertkeyName Exchange_2010

Configuring NetScaler with POP3

Post Office Protocol (POP) is an applicalayer Internet standard protocol
used by localmail clients to retrieveneail from a remote sernvaver a
TCP/IP connection. POP and IMAP (Internet Message Access Protocol) are the
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two most prevalent Internet standard protocols-foaiéretrieval. Virtually all
modern email clients and servers support both. The POP protocol has been
developed thragh several versions, with version 3 (POP3) being the current
standard. Within Microsoft Exchange, IMAP4 clients are serviced by the Client
Access server component.

POP3 was designed to support offline mail processing. With RPO&IB, e

messages are remd¥ym the server and stored on the local POP3 client,

unless the client has been set to leave mail on the server. This puts the data
management and security responsibility in the hands of the user. POP3 does not
offer advanced collaboration features, asaalendaring, contacts, and tasks.
POP3 cannot be used to send messages from a client applicatiomiailthe e
server. Enail applications that use POP3 to send messages rely on the SMTP
protocol to send messages. The connector for recemaigjimissions from

client applications that use POP3 is created automatically on every Hub
Transport server.

This section covers the configuration steps for load balancing Client Access
servers that are enabled for POP3 protocol. As illustrated in théNererk
Diagrand section, a typical POP3 request
the DMZ and gets terminated at the NetScaler. NetScaler performs the following
functions on the request:

1 SSL termination for decryption

1 Health monitoring of the target servers using-d&3@d health monitor
1 Load balancing based on the Least Connection algorithm

Import SSL certificate

Follow the same procedure that was used to import SSL certificate for OWA. If
you plan to use the sameifiedte as used for OWA, you may skip this step.

Create an application level monitor for POP3 (optional)

NetScaler provides two options for monitoring POP3 servers. The first one uses
a POP3 user name and password to log on to a POP3 server and tlensecond
uses a TCP level monitor to verify the banner string from the POP3 server. The
second monitor can be configured the same way as the IMAP4 monitor. In this
section, the following instructions will help you create a POP3 monitor.
Navigate td.oad Balanchg > Monitors and clickAdd. Use the values in the
following screen shots to create a POP3 monitor.
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= - U e
Name* e2010_POP3_monitor Type* | poP3 l-ﬂ
|3 Aard B: | &
1 | Special Parameters 1
Interval 130 | [_seconds [2] Destination IP 192 . 168 . 1 . 154 O 1Pve
Response Time-out 5 [ Seconds +| Destination Port 110
Down Time 120 [ Seconds +| Dynamic Time-out
Deviation [ Seconds +| Dynamic Interval
Retries 3 Resp Time-out Threshold
SNMP Alert Retries | 0 Action NONE -
Success Retries 1 =
Custom Header b
Failure Retries 0
|_| Treat back slash as escape character
™ Enabled ] Reverse

] Transparent

B LRTM (Least Response Time using Monitoring)

[l TOS TOSId

Secure 1 1P Tunnel

CEm) (ciose)

4

Click Special Parameterand enter the values as shown in the following screen

shot.

ClickCreate It is assumed that the administrator has created auB€RHd
password on the POP3 server. This concludes creation of a POP3 monitor.

Dispatcher IP

Dispatcher Port

User Name*

itest

Password

LTI R YY)

Create Monitor
Name* e2010_POP3_monitor Type* [ POP3 H*
I Standard Parameters pecial P :
Script Name* [nspopB.pI I | Browse...

A
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Creating Services for POP3

Follow the same instructions that were used to create services for the OWA
client and use the appropriate IP addresses for the Client Aceesdgerv
navigating th.oad Balancing > Services > Add Set the port t@10 Bind the
POP3 monitor that was created in the preseason.

Service Name* Exchange_2010_POP3 Server 192.168.1.154 ~

Protocol* [ Tcp a] Port* 110

L

a Enable Service

—[;-Mummrs—! Policies = Advanced = SSL Settings )

rAvailable ~Configured

Monitors | Monitors fe——
http-ecv - 22010_POP3_monitor 1 [#]
udp-ecy
dns

s
tcps

https

tcps-ecy

https-ecv

ldns-ping

ldns-tcp

ldns-dns

22010_IMAP4_monitor -

i Y
< Remove

| &) Help || <f Quick Link @ ( Close
4

Create an SSL virtual server for POP3

Follow the same procedure that was used for creating an OWA virtual server by
navigating th.oad Balancing > Virtual Servers > AddUse port numbed95
(standard POP3 over SSL port). Use the Least Connection load balancing
algorithm, no persistence, and bind the desired SSL Certificate to the server.

[-FaNs)
Name* Exchange_2010_POP3_vserver @ 1P Address Based () IP Pattern Based
Proto... | SSL_TCP [3) 'PAddresst|152 . 168 .1 .17 [ 1pve
[ Enable Authentication Authentication FQDN Port* 995
™ Directly Addressable ™ state | Network VServer Range 1

[ i | Service Groups ~ Policies ~ Method and Persistence = Advanced = SSL Settings -

Activate All Deactivate All [Ck ;md]
Active | Service Name | IP Address | Pon‘ Protocol ‘ State ‘ Weighl‘ Dynamic Weight
[=] Exchange_2010_SMTP 192.168.1.154 25 TCP @ 1]13]
B Exchange_2010_IMAP4 192.168.1.154 143 TCP @ uP =]
V] Exchange_2010_POP3 197.168.1.154 110 TCP &4 0000

31

|3 Add... [ [ open... | &] Remove |
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Summary of Commands

add service Exchange_2010_POP3 192.168.1.154 TCRJ4tbONONE-maxClient 0-maxReq Ocip DISABLED -usip NO-useproxyport YESsp

OFF -cltTimeout 9000-svrTimeout 9000CKA NO -TCPB NO-CMP NO

add Ib vserer Exchange_2010_POP3_vserver SSL_TCP 192.168.1.17p&3stenceType NONEItTimeout 9000

bind Ib vserver Exchange_2010_POP3_vserver Exchange_2010_POP3

add Ib monitor e2010_POP3_monitor POB&iptName nspop3.ptlispatcherlP 127.0.0-tispatcherPdr3013-userName itesipassword
ce2e035357d02d31f5ebncryptedLRTM ENABLED -interval 30-resptimeout 5downTime 2 MIN-destIP 192.168.1.154lestPort 110

bind Ib monitor e2010_POP3_monitor Exchange_2010_POP3

set ssl vserver Exchange_2010_POP3_vsecignerRedirect DISABLEDssIv2Redirect DISABLED

set aaa parametenaxAAAUsers 10

set aaa preauthenticationparamepeeauthenticationaction ALLOWtule ns_true

bind ssl vserver Exchange_2010_POP3_vsepstkeyName Exchange_2010

Configuring NetScaler for RPC Client Access

Among the architectural changes made in Exchange Server 2010 is the
introduction of the new RPC Client Access service. This new service moves
Outlook MAPI mailbox connections from the baokl Mailbox server and
moves dectory access from domain controllers/global catalog servers in the
data tier to the Client Access servers in the middle tier.
This section covers the configuration instructions for load balancing Client
Access servers that are enabled for RPC Cliens Assdlfustrated in the earlier
ONetwork Diagramd@ s ecti on, a typical RPC Clien;
the Internet through the DMZ and gets terminated at the NetScaler. NetScaler
performs the following functions tire request:
1 Health monitoring of the Client Access servers usindgpasge health

monitor

1 Load balancing based on the least connection algorithm

Creating Monitor for RPC Client Access

Create a TCP Monitor for port 22902 (may vary depending on specific
degoyment) by navigating to Load Balancing > Monitor > Add anaise
values in the followirggreen shot as a guide.

Ann Create Monitor

Name* |e2010_RPC_monitor Typer | TCP B

[ Standard Parameters | Special Parameters )

Interval £l | [ seconds [%) Destination IP 192 .168 .1 . 154 16
Response Time-out 2 [ seconds 5| Destination Port 22902
Down Time 30 [ Seconds | :i Dynamic Time-out
Deviation [ Secands ! 3j Dynamic Interval
Retries 3 Resp Time-out Threshold
SNMP Alert Retries | 0 Action NONE
Success Retries 1 -
Custom Header hd
Failure Retries 0
Treat back slash as escape character

=

™ Enabled L Reverse ] Transparent [l Secure (1P Tunnel

E LRTM (Least Response Time using Monitoring)

[JTOS TOSId

4
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Creating Services for RPC Client Access

Follow the same instructions that were used for creating services for the OWA
client and use th@propriate IP addresses for the Client Access servers. Set the
port to wild card (*).

. Yo¥s) Create Service

Server |192.168.1.154 =]

Service Name* Exchange_2010_RPC

Protocol® [ Tep & Port* |*

E Enable Service

[ Moni | Policies  Advanced | SSLSettings L

rConfigured

rAvailable

Monitors \ Monitors | | Sy |

:"5 - 22010_RPC_monitor 1 ]
{4

cps

s (add> )

teps-eov

hrtps-ecv r 5

Idns-ping bl

ldns-tcp

ldns-dns

€2010_IMAP4_monitor

€2010_POP3_monitor _

22010_SMTP_monitor -

Create a virtual server for RPC Client Access

Follow the same procedure that was used for creating OWA virtual server. Use
the wild card port value denoted by an akté).

806

Name*  Exchange_2010_RPC_vserver

8 IP Address Based O IP Pattern Based

Proto... | TCP [3) IPAddresst 192 1621 . 132 ] 1pve

| Enable Authentication Authentication FQDN Port*

| Network VServer Range 1

SSL Settings )

B Directly Addressable B State

: i | Service Groups | Policies  Method and Persistence = Advanced
Activate All Deactivate All Q Find
Active | service Name | IP Address | Port | Protocol | state | weight| Dynamic Weight
[=] Exchange_2010_SMTP 192.168.1.154 25 TCP aup ][]
=] Exchange_2010_IMAP4 192.168.1.154 143 TCP aup =]
[=] Exchange_2010_POP3 192.168.1.154 110 TCP " OUT OF SERVICE T[5]
V] Exchange_2010_RPC 192.168.1.154 =

| (3 Add... [ [ open... [ & remove |

Come) (Cmse)
|
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Select the TCP health monitor and us®tlumdRobinload balancing
algorithm. Select source IP address based persistence.

.00 Create Virtual Server (Load Balanci
Name*  Exchange_2010_RPC_vserver @ IP Address Based () IP Pattern Based
Proto... [ TCP [3) 'PAddresst 192168 .1 172 I 1pve

" Enable Authentication  Authentication FQDN Port

™ Directly Addressable [V State I Network VServer Range 1

["Services | Sarvice Groups = Palicies - Method and Persi | Advanced | 55l Settings |

LB Method

Method [ Least Connection |

rPersistenc Backup Persistence

Persistence | SOURCEIP 3] || Persistence NONE )

Time-out... 2 Time-out (min) 2
Persist-Ne... | 255 . 255 . 255 . 255 Persist-Netmask

Summary of Commands

add service Exchaeg2010_RPC 192.168.1.154 TCPgslb NONE-maxClient 0-maxReq Ocip DISABLED -usip NO-useproxyport YESsp
OFF-cltTimeout 9000-svrTimeout 9000CKA NO -TCPB NO-CMP NO

add Ib vserver Exchange_2010_RPC_vserver TCP 192.168.1:pépststenceType SOUFEIP -cltTimeout 9000

bind Ib vserver Exchange_2010_RPC_vserver Exchange_2010_RPC

add Ib monitor e2010_SMTP_monitor SMT$eriptName nssmtp.ptlispatcherlP 127.0.0-tispatcherPort 3013 RTM ENABLED -interval 30
-resptimeout 5downTime 2 MIN-destIP 00.0.0

add Ib monitor e2010_RPC_monitor TAERTM ENABLED -destIP 192.168.1.154lestPort 22902

bind Ib monitor e2010_RPC_monitor Exchange_2010_RPC

Edge Transport Servers

The Edge Transport server role is an important role in Microsoft Exchange

Server 2010. It handles all Intefiaetng mail flow, which provides SMTP relay

and smart host services for the Exchange organization. It also provides message
protection and security through a series of agents that act on messages as they are
processetly the message transport components. These agents support the
features that provide protection against viruses and spam and apply transport

rules to control message flow.

In this deployment guide, learn how to configure NetScaler to load balance
connectios to Edge Transport servers. Also, learn how to provide high
availability for deployments spanning multiple data centers through global server
load balancing (GSLB).

Configuring NetScaler for Edge Transport Servers
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This section shows how NetScaler camsbd to load balance traffic across
multiple Edge Transport servers.

Create an application level monitor for SMTP

NetScaler provides application specific monitoring for SMTP servers. Navigate
to Load Balancing > Monitors and clickAdd. Use the values ine following
screen shots to create a SMTP monitor.

ano Create Monitor
Name* e2010_SMTP_monitor Type* [ smTp I-i-]
{ dard P: | Special Parameters |
Interval 30 | [ seconds %] Destination IP S O 1pve
Response Time-out |5 [ seconds 5‘ Destination Part
Down Time 120 [ seconds d‘ Dynamic Time-out
Deviation [ seconds d‘ Dynamic Interval
Retries 3 Resp Time-out Threshold
SNMP Alert Retries 0 Action NONE o )
Success Retries 1 ﬁ
Failure Retries 0 Custom Header -
|| Treat back slash as escape character
™ Enabled U Reverse [_] Transparent | Secure [11P Tunnel

™ LRTM (Least Response Time using Monitoring)

[ TOS TOSId 0

4

Creating Services

Follow the same instructions that were used for creating services for OWA client
and use the appropriate IP addresses for the Edge Transport servers. Set the
protocol to TCP and portumber to25. Select the SMTP monitor that was just
created as the monitor for each of these services.

Page 35










































