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Disclaimer

These software applications are provided to you as is with no representations, warranties or conditions of any kind.

You may use and distribute it at your own risk. CITRIX DISCLAIMS ALL WARRANTIES WHATSOEVER, EXPRESS,
IMPLIED, WRITTEN, ORAL OR STATUTORY, INCLUDING WITHOUT LIMITATION WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NONINFRINGEMENT. Without limiting the
generality of the foregoing, you acknowledge and agree that (a) the software application may exhibit errors, design

flaws or other problems, possibly resulting in loss of data or damage to property; (b) it may not be possible to

make the software application fully funct ional; and (c) Citrix may, without notice or liability to you, cease to make
available the current version and/or any future versions of the software application. In no event should the code be

used to support of ultra  -hazardous activities, including but n ot limited to life support or blasting activities. NEITHER
CITRIX NOR ITS AFFILIATES OR AGENTS WILL BE LIABLE, UNDER BREACH OF CONTRACT OR ANY OTHER THEORY
OF LIABILITY, FOR ANY DAMAGES WHATSOEVER ARISING FROM USE OF THE SOFTWARE APPLICATION,
INCLUDING WIT HOUT LIMITATION DIRECT, SPECIAL, INCIDENTAL, PUNITIVE, CONSEQUENTIAL OR OTHER
DAMAGES, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. You agree to indemnify and defend Citrix
against any and all claims arising from your use, modification or distributi on of the code.

Overview

Citrix PoweBmart Utilityfor Presentation &ver (referredtolab NJ Ay (KA a R2omaySyd &aay
ME Yy 3SNE 2 NJ a iify that autizindti¢ally povérs offife fireskntatiatséniers during

defined off businesbours (also referred below as idle management howsyl power them up after

they come out obff peakhours.

Today, many presentation servers consume a large amount of powaighdtor weekends while no
users are actively using therhhis utility is desiged to addresshis problem.

Please seeroject information and download sitl®r most up to date information.



http://community.citrix.com/display/cdn/Citrix+PowerSmart+Utility+for+Presentation+Server+%28Beta%29

Architecture and component overview
Here is the high level overview of the components of Power Manager and their functions.
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Power Manager is installeats a windows serviaen one of the CPS servers in the farm being managed.
The server is referred to later in this document as@h®2 y § NPt £ SNE @

XML based configuration féeareused to configure Power Managguch as defining the servers to be
managed etcYou can find more details &onfigure parametersection.

During a defined power emagemenieriod, Power Manager will power off serg¢hat haveno active
or disconnected user sessiomnce out of thatperiod, Power Manager can be configured to power up
servers that were powered off.

PowerManager internally uses CPS SDK (AKA MFOhitor the user sessions on the presentation
servers being managed.
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specificenvironment.Please se€ustonizing Power Agergection for more details.




Deploying Power Manager

We will use an example setup to illustrate the steps. In this Presentation Server 4.5 farm, there are two
servers, RayvCps45 and RayvCp®Sdk S Qa | dadzyS @& 2 dAJ00add5:H0pzh MoNday dza A y S 2
to Friday and you would like to power off RayvCpsSdk during non regular business hour to save power

and keep RayvCps45 running to seavamall number ofisers connecting from home.

1. Preparation

Make sure the clocks of your serverg/our CPS farm are properly synchronized.



2. Choose a CPS server as controller server to install Power Manager

Controller should NOT be part of the servers being power managed. It needs to be running to provide
the power manager functionalities. It can bestalled on any of the CPS servers. We recommend
running Power Manager on one of data collector servers because data collector servers serve special
purposes and need to be up even when no users are connected to them.

You can find out which servers are yalata collector servers from Citrix access management console as
illustrated below
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In this example, we choose the zone collector RayvCps45 as the controller.



You may need to expand the information list to see the data collector information
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3. Setup Presentation Server Scheduling Rules

You will need to complete this step to exclude the servers being marfayadaccepting new
connecting in off business houfBhis will help maximizing the potential power saving.
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Add Scheduling rules to the evaluator.
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Please note that the scheduling rule here defines the time period where the sevilkascecpt new
connectionsin this example the scheduling rule is defined to match the regular business hours.




Here are some detailed screen shots.

Servers are not available on Saturday or Sunday.
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Servers are only available from 8:00 AM to 5:00 PM from Monday to Friday.
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For your convenience, the help text of the scheduling rule is included here

4 ¢skule schedules the availability of selected servers or published applications. This rule sets the weekly days andrigpwtsictuthe
server or published application is available to users and can be load managed. For example, you can use thisvetd xcess to sensitive
data outside of regular business hours.

For each day of the week, you can specify a list of time intervals, during which Load Manager will report no load. Dathieg tihges of the
day, Load Manager will report full load.

Toview the list of time intervals for a day of the week, select the day from the Day of Week list. The list of time infgo@ats ander Times
of Day. To add an interval to the list, click Add Interval. To remove an interval, select it and then cbivk Reenval.

This rule should be used in conjunction with another rule because it will not balance connection load if used by itself.

&



hLISY

/ AGNXE

I 00Saa

al y3SySyi

view/change load evaator associated with the selected server.
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4. Run setup.exeon the controller to install Power Manager
LGQ& Instadl. PleasddliBw the installation screen.

The following is the screen stodf the installation process

i'é'l Citrix Power Manager For Presentation Server

Welcome to the Citrix Power Manager For
Presentation Server Setup Wizard

The ingtaller will guide vou through the steps required toingtall Citris Power bManager Far
Frezentation Server on your computer.

WARMIMG: This computer pragram i protected by copyright law and international treaties.
IInauthaorized duplication or distribution of this program, or ang partion af i, may result in zevere civi
ar criminal penalties, and will be prosecuted to the maximum extent pozzible under the law,

Cancel < Back




i'.g!,'J Citrix Power Manager For Presentation Server

Select Installation Folder

The ingtaller will inztall Citrix Fower Manager Far Presentation Server ta the fallawing folder.

T o inztall in thiz folder, clhick "Mest". Ta inzstall to a different falder, enter it below ar click "Browse"".

Folder:

C:APrograrn FileshcitrizhCitrig Pawer b anager For Presentation Server’, Browsze...

Dizk Cost...

Inztall Citri Power banager For Presentation Server for wourself, or for anyone who uzes this
computer:

Cancel | ¢ Back | Hest >

i'él Citrix Power Manager For Presentation Server

Confirm Installation

The ingtaller iz ready ta install Citris Power Manager For Presentation Server an your campliter.

Click "Mest'" to start the installation.

Cancel < Back




i'.g!,'J Citrix Power Manager For Presentation Server

Installing Citrix Power Manager For
Presentation Server

Citrix Power Manaager For Prezsentation Server iz being installed.

Pleaze wait. ..

i'él Citrix Power Manager For Presentation Server !E

Installation Complete

Citrix Power Manaager Far Prezentation Server has been succeszfully installed.

Click "Cloze' to exit.

Pleaze uze Windows Update to check for any critical updates to the HET Framewark.

Canzel < Back




5. Configure parameters
Open config.xmh install directory using a text or XML editor.

The parameters you can set are:
checkinterval:

How frequent PowerManager will check the status of the servers. The unit is in milliseconds.
startldleManagementTime, endldelIManagementTime:

Define the time period when the idle servers need to be powered off
includeAllDaySaturday,includeAllDaySunday:

Define if all day Saturday/Sunday is included in the idle management period. If it is set to false,
startldleManagement and endldleManagement time parameters will apply to Saturday/Sunday
respectively as well.

Server:

Define the CPS servers being managed.cém add multiple servers.

Here is what we will use in this example

<?xml version="1.0" encoding="&f?>

<Config
xmins:xsi="http://www.w3.0rg/2001/XMLSchemiastance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
checklinterval="30000"
stattldleManagementTime="B0pm"
endldleManagementTime="@0am"
includeAllDaySaturday="true"
includeAllDaySunday="true"
xmIns="http://tempuri.org/config.xsd">
<serve>RayvCpsSedkserver>

</Config>



Power Manager will wake up and do a checkup evanjriutes(5* 60* 1000 = 300,00@nillisecond$. It
will checkif RayvCpsSdk is idle between 5:00pm and 7:0&adpower if off if it is idle.

Note that the endldleManagementTime is defined as 7:00am instead of 8:00am to allow servers to be
powered up beforghe regular business hour starts.

You can add multiple servers. Here is an example

<?xml version="1.0" encoding="t&f?>

<Config
xmlins:xsi="http://www.w3.0rg/2001/XMLSchenriastance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
checklinterval="30000"
startldleManagementTime="80pm"
endldleManagementTime=@0am"
includeAllDaySaturday="true"
includeAllDaySunday="true"
xmins="http://tempuri.org/config.xsd">
<server>RayvCpsSdgerver>

<server>test2</server>

</Config>



6. Configure and run the service
¢CKS Ayallttlraazy gAtt Ayaillff
screen shot of the service added.
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to complete this step to allow the utility to function.

For security purposes, we recommend restricting security permissions of this user account to the least

privilege necessary as specified below.

In this example a domain user CorpdevVlalyt2 is ugd to run the service.

The user account should have permission to read and execute files in the

installation directory

Adding the user account to the administrator group of the controller will do. You can restrict

permissiondurther if you want.



The user account should have permission to view presentation server session

information.

The domain user Corpdevlahyt?2 is granted view only permission
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Please refer t@'esting CPS related functionaligction fortesting if the user will be able to successfully

monitor your presentation servers.

The user account also needs to have permission to power on/off servers

By default power manager will use windows ARtiate SystemShutdowto shut down servers. If this
default is used, the account needs to be a member of administrators grodbe servers being
managed. In this example the domain user Corpdavéafit? is added to the local Administoas group

of RayvCpsSdk.

If a customized power agent is used, the user account privilege requirements may differ. For example, if
HP power agent scripts are used to power on/off ILO2 enabled servers, this account will not require

special privilege on seevs being managed.

Please refer td’esting Power Agersiection for testing if your power agent will work correctly.



http://msdn2.microsoft.com/en-us/library/aa376873.aspx

Configure the service to run under this user account

Open service control panel

Open power managment service property. Set the service to run under the chosen user account.
In thisexample

Citrix Power Management Properties (Local Computer) | 7| |

General LogOn I Fiecwer_l,ll Dependenciesl
Log on as:

" Local Systemn account

[T | Allow service to interact with deskiop

IraytE@carpdevlah.arg Browsze... |

Pazzword: I""

Canfirm pazsward: I'""

Y'ou zan enable or dizable thiz zervice for the hardware profiles listed below:

Hardware Profile | Semice |
Profile 1 Enabled

Encble | Disable |

] 4 I Cancel | Apply |

Click OK button
Start the service

¢ K I (i Tha sewvicemuill start monitoring the time and state of the selected servers and shut them
down according to yar configuration However by default, it will NOT power on servers. To configure it
to power on servers, please s€eistomizing Power Agegséction.




Customizing Power Agent

Power Manageis designed to be egnsible and provide many options that you can use to power
up/down servers.

One option is to use Power Manager to power off idle Presentation Servers and use your favorite
method to power up servers at a specific time such as using windows schedulbetukca script to
be run at a specific time to power up all servers. This method will not require customizing power agent.

If you would like Power Manager to also automatically power on servers, you will need to customize
power agent due to the differergerver configurations you may havihis section explairtsow to
customize power agent tsuit yourenvironment.

The customization isontrolled by a configuration file call€tbsPowerMgrService.exe.corifighe
install directory. You may use a text editor XML editor to edit this fillPlease make sure to restart the
Citrix Power Management Service for the new configuration to take effect.

Use power on/off scripts
You can create scripts to be invoked when Power Manager decides to power on/off a server.

To specify which script to call, op@psPowerMgrService.exe.configing a text editor or XML editor.
Thevalue corresponding tkey PowerOnProgramNanmd?owerOffProgramName ihe appSettings
sectionspecify which programs to call when Power Managelidiscto power on/off a server
respectively.

If PowerOnProgramNamieey is not specifiedho attempts will be made by this program to power up
servers

If PowerOffProgramNamkey is not specifiedyindows API will be used to shut down servers
By default rither key is specified.

The scriptwill be passedwo parameters. The first parameter is the server name as specified in the
config.xml file Thesecond parameteis anadditional server attribute that yoaanspecify in the
config.xmlffile

The followirg is an example configuration that contains a server attribute

<?xml version ="1.0" encoding ="utf -8"?>
<Config
xmins:xsi " http://www.w3.0rg/2001/XMLSchema - instance
xmins:xsd =" http://www.w3.0rg/2001/XMLSchema "
checkinterval ="2000"
startldleManag ementTime ="7:00pm "
endldleManagementTime ="5:00am "
includeAllDaySaturday ="true "
includeAllDaySunday ="true "
xmlins =" http://tempuri.org/config.xsd ">
<server a="rayvcpssdk - ILONAME>rayvcpssdk </ server >
</ Config >



Inthis example, an optional servertabute rayvcpssdk - ILONAMEIS provided. The powesn/off scripts
will be passed rayvcpssdk as first parameter and rayvcgé$aMAME as the second parameter

If server attribute is not specified in the config.xmh empty string will be passed as the sato
parameter.

Two sample dummy scripts PowerOn.cmd and PowerOff.cmdlapéncluded in the installation
directory. They only display the parameters passed to théou carcustomize these scripts to use your
favorite method to power on/off servers.

Youare not limited to scriptsAny program can be invoked as long as they accept these two parameters
as specified above.

2dz R2y Qi KI @S (2 dzaS 062 0GK LI ¢S NPl ittoaRPone®s SN2 T F
script to power on server and rely ondldefault implementation to power off servers.

Customized Power Agent

You may also repladhe default power agent with your own implementation. For example, you may
want to do so to improve performance.

CpsPowerAgentinterface.ditl the install directonydefines the Power Agent interfaees follows.

namespace CpsPowerMgr

public interface ICpsPowerAgent

{
void PowerOnMachine( string  machineName, string  attribute);
void PowerOffMachine(  string machineName, string attribute);

Include this dll in your project reference to implement your custom power agent.

To load your custom Power Agent, add two keys to appSettings section of
CpsPowerMgrService.exe.config

Key:PowerAgentFileName
Value: your power agent binary name without extims
Key: PowerAgentClassName

Value: your power agent full class name

Here is an example:

<l -- custom power agent section - >
<! -- specify the following section to provide a custom poweragent to power on/off servers
If not specified, the defaul t poweragent will be used
—->
<! --  power agent/plugin file name without extension - >

<add key="PowerAgentFileName" value="HpPowerAgent"/>

Q)¢



<! --  the full classname of the power agent/plugln - >

<add key— PowerAgentClassName" value="CpsPow erMgr.HpAgent.HpPowerAgent"/>
<! -- end custom power agent section - >
HP Server Support

This version of Power Manager is designed and tested to workiteervers which suppdiP

Integrated Light€Dut 2 StandardILO2) Two scripts HpPowerOff.cmd and HpPowerOn.cmd are included

in the install directory that you can customize to power on/off such HP servers. These two scripts

require Windows Remote Managemef(iVinRM)to be installed on the controlleif WinRM is not

installed on the controller yet,ou can download it fronMicrosoft web site After installing windows
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Thedefault scriptuses Basi@uthentication and useSSL to secure the traffi8ince SSL is used, the user
name and password are encrypted on the network.

WinRM Basic authentication is not enablegdefault.To enable Basic authentication on the controller,
type the folloving in a command line window.

winrm set winrm/config/client/Auth @{Basic="true"}

Alternatively youmag LJSY 3INRdzL) L2t A 08 SRAG2NI 2y GKS O2y (iNRf f
I dzil KSy (i A d@nalled2 y ¢ G 2


http://h18013.www1.hp.com/products/servers/management/ilo2/
http://h18013.www1.hp.com/products/servers/management/ilo2/
http://h18013.www1.hp.com/products/servers/management/ilo2/
http://technet2.microsoft.com/windowsserver/en/library/f550cac0-5344-41cb-8e89-6e5c932368861033.mspx?mfr=true
https://www.microsoft.com/downloads/details.aspx?FamilyID=845289ca-16cc-4c73-8934-dd46b5ed1d33&DisplayLang=en

i Local Computer Policy PI=l 3

Eile Action Yew Favorites  Window  Help
& = | @2
t D Windows Settings _
ED ndmln!stratwe Templates allow Basic authentication ~ %etbnog
=1 Windows Components authenti
""" (3 Netrteeting _ Display Properties @ &llow unencrypted traffic
----- [C] Event Forwarding ) A -
. @ Disallow Digest authentication
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..... (] Event Viewer @ Disallow kerberos authentication
. _ Description: Trusted Host
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) ) and password are sent over the nebwork,
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----- [Z1 windows Update
=7 Windows Remate Management (WinRM, I wou disable or do not configure this
23 WinRM Client policy setting, then th_e WinRM client wil
(2] WinRM Service not use Basic authentication,
----- [ windows Remote Shel
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To use the default HP sptito power off serves, you willalso need to modify théShutdown: Allow

system to be shut down without having to logéon & S OdzNR (G & Rdniatibresgivess you watS  LINS
to be able to shut downPlease followihis link to Microsoft for more details about how to configutigis

setting.

These scripts also require ILO names or IP address be specified as server attributes. The ILO2
management processor has its own IP address which is different from the machine IP address. Please
seeUse mwer on/off scriptssection for more details about how to specify server attributes.

For example, replace the appSettings sectio@p$PowerMgrService.exe.configh the following to
use ILO2 to power on servers and default windows API to power offrserv

<! --  Default Power Agent Configuration section - >

<! -- Add this key to run the specified program to power on server

If not specified, no attempts will be made by this program to power up servers
-

<add key="PowerOnProgramName " value="HpPowerOn.cmd"/>

<! -- Add this key to run the specified program to power off server
If not specified, windows API will be used to shut down servers


http://technet2.microsoft.com/windowsserver/en/library/29d8e121-72f5-4143-a1a3-62c1f170fcbe1033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver/en/library/29d8e121-72f5-4143-a1a3-62c1f170fcbe1033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver/en/library/29d8e121-72f5-4143-a1a3-62c1f170fcbe1033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver/en/library/29d8e121-72f5-4143-a1a3-62c1f170fcbe1033.mspx?mfr=true

<add key="PowerOffProgramName" value=" HpPowerOff.cmd"/>

- >

<! -- end default power agent configuration section - >

You may customize the HP scripts. For example if your ILO2 setup supports integrated authentication,
you may change the script to use integrated authentication.



Trouble Shooting Guide and Tips

Testing CPS related functionality
The following can be used to test if the service will be able to correctly monitor the presentation servers.

Login as the user account planned to run the service.
Open a command line window

Go to the Power Manager Install location. By default it #Rrogram File¥itrid Citrix Power Manager
For Presentation Server

Run the test program CpsAgentTest.exe. The program takes a presentation server name and will tell you
if the server is busy or not.

Here is an example.

& AProgram FileCitriX Citrix Pever Manager For Presentation Server>CpsAgentTest rayvcepssdk
server rayvcpssdk idle
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There is a known issue with CPS4.5. When a wrong server hame is given, CPS SDK will return wrong
session information. So pleaseake sure you spell your presentation server name correctly.



Testing Power Agent
The following tests can be used to test if your power agent configuration will work correctly.

Login as the user account planned to run the service.
Open a command line window

Go to the Power Manager Install location. By default it is at %Program Eitei%Citrix Power Manager
For Presentation Server

Run thetest program PowerAgentTest.exe.

Usage : PowerAgentTestp|down <SererName> <serverAttribute>

<serverAttribute> agument is optional

It will load the power agent configuration as specified in PowerAgentTest.exe.config file and power on
or off the given serveiSpecifycup option to power on the server argtiown option to power off the
server.The serverAttribute mayérequired for your power agent configuration. For example if you
configure power agent to use HP power agent, you will need to specify the ILO name of the server you
want to power on /off as the serverAttribute parameter.

Make sure you aafigure your PoweAgentthe samewayyou configure Power Manager Service by
modifying PowerAgentTest.exe.config file.

Tip: if you configure your PowerAgent to invoke your script or program, it is a good idea to test the
script or program by themselves before testing thiegrated solution.



Testing from a test console

Sometimes it is useful to test the utility from a test console to make testing/debugging easier. A
windows console based test progradiP SPowerMgrTest.eieincluded in the install directory for this
purpose It will invoke the same components used by the service. So it is a good simulation of what will
happen if you run the utility as a service.

The console test program has its own configuration@iRSPowerMgrTest.exenfig. The two
configuration fileCp$owerMgrService.exe.confamd CPSPowerMgrTest.ekenfig share the same
syntax though.

The default configuratiomwill capture all debug traces the same console window.

Press enter key will end the console program.



Debug Tracing, Event Log

The Power Mnager includes flexible debug tracing support. You can configure which component to
trace, how much detail you want to include in the trace and where the trace should go. The trace system
is based onNETTraceSourceThe default should work fine for most cases. But you may custotméze t
<system.diagnosticssection in the application configuration files (the ones with .config extension) to

suit your needs. For example, you magnt to customize it so that more or less information goes into
event log. Or you may want to log detailed debug information to a debug log file.

Please seédlicrosoft documentaibn and the comments in the configuration file for more details about
how to customize debug tracing.

A quick way to see most detailed debug information ishange the value of all three switches to
verbose in <switches> section as follows.

<switch es>
<! -- You can set the level at which tracing is to occur

set value to Information to trace information only
set value to Verbose to trace detailed information
set value to Error to tr ace error only
set value to Off to turn off trace completely

- >

<add name="CoreSwitch" value="Verbose" />

<add name="CpsAgentSwitch" value="Verbose" />

<add name="DefaultPowerAgentSwitch" value=" Verbose" />

</switches>

Launcha free Microsofttrace utility dbgview. You can download dbgvieare. Make sure you enable
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you will see most detailed debug traces in this tool. And you can save the captures to a file for analysis

later.


http://msdn2.microsoft.com/en-us/library/ms228989(VS.80).aspx
http://msdn2.microsoft.com/en-us/library/ms228989(VS.80).aspx
http://www.microsoft.com/technet/sysinternals/utilities/debugview.mspx

Useful tips:

After making changes to configuration files config.xml @sPowerMgrService.exe.confimake sure
G2 NBaGFENI GKS a/AGNRE t26SNJ alyl3SySyié &aSNBAOS

The default PowerAgent uses InitiateSystemShutdown to power off a server. This API requires the

service account to be authenticated @S NI @ @ LG Qa y2NXIffe y24 |y A&dadzs
environment, where you want to change the clock to simulate the change of time, you will have to make

sure you change the time on the machines that are affected including the controller, domaiolmtr
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Set checkinterval to something small such as 5000 milliseconds to make debugging and demonstration
easier.

Make sure .net Framework 2.0 is installed on the controlle

After the Power Manager Service is restarted, Power Manager will assume the servers are in powered
up state. So you will need to make sure the servers are actually powered up.



End a disconnected session after a specified time period

If disconnected sessons prevent you from shutting down servers, you may consider setting a policy to
end disconnected sessions after a specified time period.

Open Administrative too d G SNY Ay I f aSNBAOSE O2y FAIAdzNI GA2Yy «a

tscc - [Terminal Services Configurationt,Connections]

Eile  Action  Mjew Help

¢ | BmER 2w

,, Terminal Services Configurakion Conneckion | Transpork | Tvpe | Cormment
43 Connections SHIcatcp bep Citrize ICA 3.0
L[] Server Settings SROP-Top bep Micrasaft RDP 5.2

Change connection properties of both connectiondsgp




ictcpproperes G|

Client Settingz I M etwark, Adapter | Permizsians I |CA Settings
General I Logon Settings Session: | E rwiranment I Remate Control

I1ze thiz tab to zet Terminal Services timeout and reconnection zettings.

v Owveride uzer settings
End a disconnected session: I'I howr j

Active sezzion limit: INever

L Lo

dle sezzion limit; INever

[ Oweride user settings
“When sezzion limit iz reached or connection iz broker;

£ Dizconnect fiom session

" Endlzession

[ Oweride user settings
Allow reconnection:

£ From any client

= From previaus client

0k, I Cancel Apply

You may want to play with the other session limits here to maximize your potential savings.



