Application Streaming Delivery and Profiling Best P ractices

Overview

Citrix Presentation Server 4.5 Enterprise and Platinum Editions include Application Streaming functionality. Although
powerful and easy to use, this new add-on feature must be designed and implemented correctly in order to be successful
in real-world Citrix environments. Before streaming applications to end-users, all applications must be profiled using the
Application Profiler.

This document will discuss best practices and recommendations related to profiling applications, including new tips and
tricks to better succeed in delivering streamed applications to Windows Vista end-users. This document will also discuss
design considerations when faced with rolling out Application Streaming to complex, enterprise IT environments. Please
note that this document does not include a walk-through of the Application Profiler. For more information on using the
Profiler utility itself, please refer to the Application Streaming Implementation Guide.

Profiling Best Practices

Before applications can be delivered and utilized by end-users, IT administrators must profile the applications to be
streamed to the Citrix Presentation Server or end-user’s workstation. This section discusses several recommendations
and best practices that should be employed to ensure success when profiling applications using the Application Profiler:

Understand the Application.  The key to successfully profiling any application is to understand how the
application is installed and executed. Before beginning the profiling process, it is recommended to manually
install and run the application on a clean test server. Virtualization technologies like XenSource, VMWare or
Microsoft Virtual Server can be leveraged for this activity. After manually installing the application, the
administrator should ascertain which registry locations and areas of the file system have been changed.
Processes and system services should also be analyzed. Tools such as filemon, regmon and Dependency
Walker are excellent for this activity.

Application Profiler Install Location. The Application Profiler should be installed on a clean, non-production
server or workstation. In addition, the Profiler should be installed on the oldest client or server operating system
to which applications will be streamed. For example, if delivering applications to Windows XP SP1 and Windows
XP SP2 workstations, the Profiler should be installed on Windows XP SP1 and all profiling activities should be
done on that workstation in order to achieve the highest success rate when delivering applications to both
platforms.

Document the Profiling Process . Administrators should always document the step-by-step process used when
profiling an application with the Application Profiler. The documentation can then be given to new employees or
employees with no knowledge of the Profiler or application and they can recreate the profile if necessary. This
documentation may also be useful when application updates are required in the future and are required to be
integrated into the existing profile.
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Profiling Environment.  The operating system where the Application Profiler is installed should mirror a typical
client on which the profiled applications will run. Since the profiling process is a CPU and disk intensive task, it is
recommended to use a server or workstation with ample processing power to improve the speed in which
application profiles are generated. As mentioned previously, it is recommended to profile applications on a clean,
non-production server or workstation in an isolated test environment. Virtualization technologies such as
XenSource and/or Microsoft Virtual Server are especially useful for this task. While the Application Profiler is
designed to profile applications back-to-back without any collisions or ill effects, administrators may find it
beneficial to revert the profiling machine to a clean state before each new application is profiled. XenSource
point-in-time snapshots and/or Virtual Server undo disks can be leveraged after the Profiler is run each time or
whenever a virtual machine needs to be reverted to a clean state.

Virtual Reboots and Application Initialization. It is important to always ensure that the application being
profiled is done with all initialization tasks. However, the intelligence of the Application Profiler makes this
process relatively simple for administrators. The Profiler can determine when an application or installer schedules
tasks to be run on the next launch or after a system reboot. If an installer or application requires a reboot of the
Operating System, the administrator can select the “virtual reboot” check box to simulate a system reboot and
allow the Profiler to capture finalization tasks. It may also be beneficial to launch the application once after
successfully profiling the application to accept an End User License Agreement (EULA) or first-time use dialog
box. This will prove valuable since any write activity to the HKCU registry hive during the profiling process will be
automatically reflected into the isolated HKCU registry hive for the execution system. For example, if a user
named “Administrator” does the profiling of the WinZip application and a user named “Nick” executes WinZip, any
license acceptance or other activity stored under the HKCU registry hive will be reflected from “Administrator” to
“Nick”. By leveraging the virtual reboot feature and running the application once after the installer terminates,
administrators can ensure that the application will be delivered to end-users without first-time use dialog boxes,
registration prompts and update requests.

Advanced Install. To ensure a high profiling success rate, administrators should always try and profile as much
as possible in a single profile. It is not recommended to create separate profiles for applications with multiple
components. The “Advanced Install” option within the Profiler can be leveraged to profile complex applications
with multiple dependencies or application suites with multiple application executables. This is especially
important for intra-isolation communication. For example, if Microsoft Word and Project are profiled together in a
single profile, the applications will be able to communicate with each other after being delivered (intra-isolation
communication). However, if Microsoft Word and Project are profiled separately, the applications will not be able
to communicate with each other after being delivered (inter-isolation communication is not supported at this time).

Disable Install on First Use Options. Certain applications have “Install on First Use” options for particular
components. It is important to ensure that all of these components are de-selected for installation when profiling
the application or changed to “Run from My Computer” if the component is required as part of the application
profile. If these options are not de-selected or changed when the application is being profiled, the application may
not work correctly when delivered to a Presentation Server or client workstation. Administrators may find it easier
to install all components of an application and then only publish or stream the executables that are required.

Enhanced vs. Relaxed Security. The “Set User Profile Security” page in the Profiling wizard allows an
administrator to select either enhanced or relaxed security. Options such as “Install on First Use” trigger a
security feature that is important for administrators to understand. By default, any executable content that the
user downloads to the isolation space will be rejected for execution — this is by design. With “enhanced security”
enabled, the executable content can be placed into the per-user isolation space and it will show up on a directory
listing that allows one to manipulate the content. However, when Windows tries to load the executable content,
the isolation system will respond with a “File not found” message and this will prevent the content from being
executed. In contrast, if “relaxed security” is enabled, options such as “Install on First Use” will work. Although
the content would be allowed to run successfully, the executable content would run inefficiently because the
content would be put into the per-user isolation space.

Large, Complex Applications.  Although not possible when using virtual machines, administrators should
consider using two hard disks instead of a single hard disk with two separate partitions when profiling large or
complex applications. The Application Profiler uses the %TMP% and % TEMP% directories as its own storage
location for large temporary files. If these environment variables are modified to point to a separate hard disk, the
application profiling time can be shortened considerably.



User Access Control.  If delivering streamed applications to Windows Vista users with the User Access Control
(UAC) feature enabled, the UAC feature should be turned on when profiling the application with the Streaming
Profiler. This feature should be enabled prior to beginning the profiling process. If UAC is disabled on the
workstation where the profiling is being performed and the workstation where the application is to be delivered
has the UAC feature enabled, the application may fail to launch or the user may receive an error message. If the
environment has Vista clients with the UAC feature enabled on some workstations and disabled on other
workstations, it is recommended to create two separate profiles for each application that is to be delivered.

Windows Defender Service. When profiling applications on a Windows Vista computer, administrators should
disable the Windows Defender Service for best results. It is recommended to disable all malware protection
software to improve system performance when profiling applications. This also ensures that these system
services do not interfere with the profiling process. If the Windows Defender Service is left on when profiling
applications, this may increase the size of the application profile, thereby increasing the time it takes to stream the
application to the end-user.

Anti-Virus Software. In contrast to the Windows Defender Service, all anti-virus software should be enabled
during the profiling process. Citrix recommends that any anti-virus protection software be configured exactly the
same as the execution machine. Since most users will have anti-virus software enabled and running at all times,
it is recommended to leave the anti-virus software on when profiling applications.

Delivery Considerations

Once all applications have been successfully profiled using the Application Profiler, the applications must be delivered to
end-users. Before discussing the design considerations related to delivering streamed applications, it is important to
understand the three ways in which applications can be streamed using the Application Streaming feature:

1.

Streamed to Citrix Presentation Server.  This option is denoted in the Access Management Console as
“Accessed from a server”. If this method is selected, the profile will be streamed from the file share to the
Presentation Server using SMB as the network transport*. The application will then be remotely displayed to the
end-user via the ICA protocol. The application is not physically streamed to the client workstation; instead it is
streamed to the Presentation Server.

*NOTE: Technically, Application Streaming leverages Win32 file-based APIs to transfer the profile from
the file share to the Presentation Server or client workstation, which commonly leads to Server Message
Block (SMB) being used as the network transport. For this reason, only a UNC path is required to access
the profile content and a variety of solutions, such as Novell or DFS, will work with Application Streaming.

Streamed to Client. This option is denoted in the Access Management Console as “Streamed to client”. If this
method is selected, the profile will be streamed from the file share to the client workstation using SMB as the
network transport. The application will then be launched locally using the Streaming Client. While the application
is not physically installed on the client workstation, part of the profile is stored on the local device. This method
also assumes that no offline access is required. The Client for Web or Program Neighborhood Agent can be used
to access the streamed application with this method.

Streamed to Client with Offline Access. This option is also denoted in the Access Management Console as
“Streamed to client” — however, offline access properties are also configured. If this method is selected, the
profile will be streamed from the file share to the client workstation using SMB as the network transport. The
application will then be launched locally using the Streaming Client. Similar to the approach above, the
application is not physically installed on the client workstation, but the Streaming Client caches the entire
streamed application on the hard drive of the client workstation in this case. After the application is cached, end-
users can disconnect from the network or server and continue to run the application in offline mode for a specified
period of time (21 days by default with a maximum of 365 days). Itis also important to note that only the Program
Neighborhood Agent can be used to access the streamed application with this method.

When implementing Application Streaming functionality in a complex, enterprise IT environment, consider the following:



Streaming Client. The Streaming Client must be pre-installed on the Windows client device in order to enable
Application Streaming. This is in addition to either the Program Neighborhood Agent or the Client for Web. The
Streaming Client and Program Neighborhood Agent can be delivered as part of the Citrix Streaming Clients
Package, available on the Presentation Server Component CD. Administrators should consider pre-deploying
these clients whenever possible. Administrators can also leverage Web Interface to deploy and update these
clients.

Offline Access Caching. When applications are streamed to the client with offline access enabled, there are two
different ways in which the application can be cached: Pre-Cache at Logon (default) or Caching at Launch Time.
The first option will cache a streamed application on the end user’s device when the Program Neighborhood
Agent is launched. If several large applications are configured for offline access, this option is recommended to
be avoided since all applications will be cached simultaneously when the Program Neighborhood Agent is
launched causing a sizeable burst of network traffic. If the second option is configured, users must launch the
application while connected to the network (online mode). The streamed application will only be cached on the
end user’s device whenever the application is launched — not when the Program Neighborhood Agent is
launched.

Pre-Delivering Streamed Applications. Administrators should consider pre-delivering large applications (100
MB+) to end-users with the ‘radedeploy’ command-line utility provided by Citrix. Pre-delivering applications that
will be streamed to client workstations (rather than Citrix Presentation Servers) is especially useful if the end-
users are located in remote branch offices or across fragile WAN links. Before pre-delivering all applications with
the radedeploy utility, it is important for architects to consider the applications which are to be streamed to end-
users. For example, an application that requires frequent updates may not be the best candidate for pre-delivery.
For applications with a high update frequency, it may be best to pre-deliver the original profile and then use the
built-in Application Streaming technology to handle the updates, since the application cache will be leveraged and
only the small changes to the profile will be sent to the Streaming Client. If radedeploy is used, it is considered a
best practice to pre-deliver all applications to client workstations during off-peak hours or hours with the lowest
network utilization. Pre-delivering applications to Presentation Servers is also recommended — however, in most
cases, the file servers or storage device where the profiles are stored are usually located logically near the
Presentation Servers, where bandwidth is typically not as big as a factor as in the branch office delivery scenario.

Leverage ESD or ADS. It is recommended to use an automated deployment mechanism to increase IT
efficiency and ease management. Administrators should consider leveraging their electronic software distribution
(ESD) solution such as HP Configuration Manager, Microsoft Systems Management Server (SMS) or Microsoft
Active Directory Services (ADS) to pre-deliver application profiles. For example, if ESD is leveraged for pre-
delivering Adobe Acrobat Reader to client workstations, a simple batch file can be created and the following line
can be added:

radedeploy /deploy:\\servername_or_SAN/NAS _location\share_with_pridés\adobe\adobe.profile

This batch file can then be imported into the organization’s ESD tool of choice and delivered to a pre-existing
collection of client workstations that are to receive the Adobe Acrobat Reader application.

NOTE: Administrators should use caution if pre-deploying .CAB files (Application Streaming profiles) with
automated tools other than the ‘radedeploy’ utility. If using Presentation Server 4.5 with Streaming Client
1.0, the Application Streaming Cache Service will not recognize execution .CAB files that appear by
“magic” — in other words, if the .CAB files weren’t placed in the appropriate directory by ‘radedeploy’, then
the .CAB files do not appear to exist to the Cache Service and cannot be used for streaming. However, a
simple restart of the Streaming Service will enable the Cache Service to use the .CAB files that were
copied to the client workstation or Presentation Server by other automated deployment tools. It should
also be noted that this has been “fixed” in Presentation Server 4.5 Feature Pack 1 (July 2007 release).
Therefore, the Application Streaming Cache Manager will check the directory contents to see if .CAB files
exist before looking to the application hub, where the profiles are stored, for the same content. This
eliminates the requirement to restart the Streaming Service. The advantage of using the ‘radedeploy’
utility is that it uses the same target selection logic as does the Streaming Client. This is important if a
profile has multiple targets since the “right” .CAB file must be copied onto the execution machine in order



for pre-deployment with tools other than ‘radedeploy’ to be successful. For this reason, it is considered a
best practice to use the ‘radedeploy’ utility whenever possible.

Store Profiles on SAN/NAS. Administrators should consider storing application profiles on a Network Attached
Storage (NAS) device. For a highly-available, fault-tolerant environment, architects should consider clustered file
servers with a Storage Area Network (SAN) backend. If possible, a clustered file server with a SAN backend
should be configured logically as close as possible to the Citrix Presentation Servers or client workstations where
the profiles are to be delivered. Storing profiles on a SAN/NAS device is recommended for performance reasons
and redundancy. If implementing Application Streaming at an enterprise customer with geographically dispersed
data centers, administrators should consider automated SAN/NAS replication across data centers to provide
distribution. The application profiles should also be backed up regularly and shipped to an offsite location for
Disaster Recovery purposes. Full weekly backups and daily incremental or differential backups are suitable for
application profiles.

Distributed File System (DFS). When architecting an enterprise delivery of Application Streaming at an
organization with geographically dispersed data centers, administrators should consider configuring a DFS
Namespace for the file servers hosting application profiles residing in multiple data centers. A target folder such
as “Profiles” can then be configured under the DFS Root Namespace and the Namespace can then be leveraged
to point to the profile within the Access Management Console (i.e.
\\citrix.com\DFSRoot\Profiles\Adobe\Adobe.profile). Once DFS referral orderings and target priorities are
configured, the Presentation Server or end-user requesting the streamed application will be automatically routed
to the nearest file server location. If DFS Namespaces are used and SAN/NAS-based replication is not available,
it is also recommended to use DFS Replication included with Windows 2003 Server R2 to replicate the application
profiles from file server(s) in one data center to file server(s) in other data centers. This type of DFS configuration
will ensure high-availability, fault-tolerance and redundancy in the event of a server or site failure.

WANScaler Optimizations.  For multi-site Presentation Server architectures, the amount of data transferred
across the WAN can grow quickly as the number of remote servers increases. As the distance, latency and
utilization increases on the WAN link, the longer it will take for the application to be delivered to the appropriate
Presentation Server or client workstation. With the Application Streaming technology, WANScaler's compression
engine, flow control, and CIFS optimization will provide significant improvements to the overall speed of
application delivery and application profile synchronization.

o0 The flow control improvements will allow the WAN link to be more fully utilized, helping to speed up the
delivery of the streamed application.

o0 The compression engine will help reduce bandwidth by reducing the amount of data crossing the wire. If
multiple end points at the same site require the same streamed application, which is a very likely
scenario, the streamed application can be compressed to a high degree. Once the first end point
receives the streamed application from the profile repository, all other endpoints will get their application
streamed from the closest (near-side) WANScaler.

o The CIFS protocol optimization will improve the application profile lookup time across the WAN link by
anticipating the request and pre-fetching the data. When an application profile is starting to be streamed,
only small portions are required to start the application. WANScaler will pre-fetch additional portions of
the profile by anticipating these requests based on historical requests

Alternate Profiles. If DFS or another similar solution cannot be leveraged, “alternate profiles” can be configured
when publishing a streamed application within the Access Management Console by configuring the Advanced
options of the published application. This allows a specific profile to be delivered to users within a given IP
address range. For example, if an organization has two geographically dispersed data centers located in Sydney
and Ft. Lauderdale, alternate profiles can be specified to direct the Australian users to a file share located in the
Sydney data center and the North American users to a file share located in the Ft. Lauderdale data center. A
beginning and ending IP address must be specified when configuring alternate profiles.

Zone Preference and Failover. If delivering streamed applications to Presentation Servers at an enterprise
customer with geographically dispersed data centers and Presentation Servers are co-located at multiple data
centers, architects should consider employing the Zone Preference and Failover feature of Presentation Server.
Since applications are typically streamed to the Presentation Server using SMB as the network transport, it is



important for the Presentation Server nearest the end-user to receive the profile from the nearest file server.
Zone Preference and Failover can be configured via Citrix policies within the Management Console for
Presentation Server.

Network Traffic. As mentioned previously, Application Streaming leverages Win32 file-based APIs to transfer
the profile from the file share to the Presentation Server or client workstation, which commonly leads to SMB
being used as the network transport — and SMB happens to be one of the less efficient protocols, especially for
large files. When architecting an Application Streaming deployment, administrators should consider bandwidth
availability, time of day/day of week and user patience. For example, one would not want to deliver Epic
Hyperspace or AutoCAD to thousands of users over fragile WAN links from a single data center on a Monday
morning at 8 AM. Alternatively, WANScaler optimizes SMB communication and may be used to significantly
compress the data streams of the SMB protocol.

NOTE: Typically, network traffic will only be high when new applications are published and users access
them for the first time. Once the local cache on the execution system gathers enough data to run the
application, the network traffic will be significantly reduced as fewer Application Streaming “cache-fills” will
be occurring.

Folder Redirection. By default, when applications are streamed, the applications are cached within the user’'s
profile in the Application Data folder (%userprofile%\Application Data\CitrixX\RadeCache). By means of Group
Policy Objects, certain folders, such as My Documents and Application Data, can be redirected. For this reason,
Citrix recommends configuring folder redirection for the Application Data folder at a minimum when rolling out
Application Streaming in an enterprise environment. This will allow the user’s profile to load faster since the
Application Streaming cache will not be roamed in as part of the user’s profile.

Web Interface. Web Interface 4.5 or higher is required for Application Streaming. Either an Access Platform site
(formerly Web Interface) or Program Neighborhood Agent site may be used as the medium for relaying streamed
applications to end-users, provided that the corresponding client can be made available on the client device. As
mentioned previously, only the Program Neighborhood Agent client supports offline access. It is important for
administrators to configure the Web Interface site as either “Streaming” or “Dual-Mode Streaming”. The default
site type, “Remote”, will not display streamed applications within the Web Interface application pane if this is not
changed within the Access Management Console. It is also recommended for administrators to add the
Streaming/Dual-Mode Streaming Web Interface site to the list of “Trusted Sites” within Internet Explorer. This is
best accomplished through the use of Active Directory Group Policy. This will eliminate warning and error
messages when clicking on a streamed application within Web Interface.

Dual-Mode Streaming. It may be beneficial in a certain scenarios for administrators to configure “Dual-Mode
Streaming”. As mentioned previously, this is configured using the Access Management Console by changing the
Web Interface site type from “Remote” (default) to “Dual-Mode Streaming”. With this configuration, the application
will be streamed to the client as the primary means of execution. However, if the client workstation lacks the
Streaming Client or otherwise cannot execute the application, then the execution will be immediately transitioned
to a Presentation Server and the ICA protocol will be used to remotely display the application. On the
Presentation Server, the execution can be streamed to the server or the application can be a locally installed
application. The important key for administrators and architects to understand is that the application will be
delivered to the user, sometimes without the user even knowing that they were converted to a published
application.

Streaming Policies. By using the Access Management Console, administrators have the option of configuring
the streaming “delivery protocol” using Citrix policies. This policy is especially useful to “force server access” to
prevent applications from being streamed to particular client workstations. It should also be considered if it is
necessary to prevent applications from being streamed to end-users in a specific subnet located across a WAN
link with limited bandwidth, for example. It should be noted that configuring this policy will override the delivery
protocol specified in the published application’s properties.



Summary

Application Streaming is a powerful feature that is included with Presentation Server 4.5 Enterprise and Platinum Editions.
While this technology is easy to use, it is important for architects to conduct extensive design and testing activities prior to
rolling out the solution in a complex, IT environment.

Before delivering streamed applications to end-users, all applications must be profiled with the Application Profiler.
Several best practices, recommendations and guidelines have been included in this document to help administrators
achieve the highest success rate when profiling applications.

When rolling out Application Streaming to an enterprise organization with geographically dispersed data centers, there are
numerous design decisions that architects need to make. There is no single, correct design when implementing
Application Streaming — it is largely based on the user communities and an organization’s business requirements.

Regardless of the environment, understanding the key design considerations will make the application streaming delivery
much more efficient.
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