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Introduction
Amazon Elastic Compute Cloud (Amazon EC2) is a web service that pro-
vides resizable compute capacity in the cloud. It is designed to make web-scale 
computing easier for developers. Amazon EC2’s simple web service interface 
allows you to obtain and configure capacity with minimal friction. It provides 
you with complete control of your computing resources and lets you run on 
Amazon’s proven computing environment. Amazon EC2 reduces the time re-
quired to obtain and boot new server instances to minutes, allowing you to 
quickly scale capacity, both up and down, as your computing requirements 
change. Amazon EC2 changes the economics of computing by allowing you 
to pay only for capacity that you actually use. Amazon EC2 provides develop-
ers the tools to build failure resilient applications and isolate themselves from 
common failure scenarios. 

By utilizing Amazon EC2, XenApp administrators can quickly build and de-
ploy XenApp farms in the cloud to meet capacity demands, or simply grow an 
infrastructure at a lower cost of ownership.

Amazon Elastic Compute Cloud (Amazon EC2) is a web service that provides 
resizeable compute capacity in the cloud.  It is designed to make web-scale 
computing easier for developers.  Security Groups in Amazon EC2 allow you 
to separate different computing tiers for different degrees of separation.

This guide will walk through the steps to deploy Security Groups in the Ama-
zon EC2 cloud, and apply them to a XenApp farm.

In order to setup a XenApp farm with Security Groups in EC2, you will need 
to sign up for the Amazon EC2 service.
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Solution Requirements
Security Groups for a XenApp farm in Amazon EC2

Prerequisites
Citrix XenApp 5.0 Server Farm in Amazon EC2

Amazon EC2 account

Additional Information
http://aws.amazon.com

http://console.aws.amazon.com

•

•

•

•

•

http://flexcast.citrix.com/
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The following is the Network that was used to develop this deployment guide.
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Amazon Machine Image IP Address
Active Directory, DNS 184.73.213.80

Citrix License Server 184.73.212.58

Citrix Web Interface/Secure Gateway 184.73.197.3

Citrix XenApp Server 1 184.73.213.224

Citrix XenApp Server 2 184.73.214.55

Method Protocol From Port To Port Source IP Address
HTTP TCP 80 80 0.0.0.0/0

HTTPS TCP 443 443 0.0.0.0/0

Method Protocol From Port To Port Source IP Address
HTTP TCP 80 80 184.73.197.3/24

HTTPS TCP 443 443 184.73.197.3/24

Custom TCP 1494 1494 184.73.197.3/24

Custom TCP 2598 2598 184.73.197.3/24

Security Group 1 - Public Facing

IP Addresses

Security Group 2 - Private Facing
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Connect to EC2: 
Open a web browser and 
connect to: 

http://aws.amazon.com/ec2/

Amazon EC2
Create Security Groups

Connect to EC2: 
Navigate to the EC2 console:

http://console.aws.amazon.
com/
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Create Security Group:
Once you have logged into the 
Amazon console, you will see 
the dashboard.

Select Security Groups.

Create Security Group:
Select Create Security Group.

Name: Security Group 1

Desc: Public Facing
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Create Security Groups:
Select Create Security Group 
again.

Name: Security Group 2

Desc: Private Facing

Security Group 1:
Using the information from the 
tables at the beginning of this 
guide, we add two policies to 
allow connections to and from 
ports 80 and 443, from any 
source ip address.

Note: This is the Public Facing 
security policy.

Configure Security Groups
Once the Security Groups have been created, we need to configure them to 
allow specific port numbers in.  Security Group 1 will allow connections to 
ports 80 and 443 from any source ip address. Security Group 2 will only 
allow port 80, 443, 1494 and 2598 from the source ip address of the Web 
Interface server.
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Security Group 2: 
Using the information from the 
tables at the beginning of this 
guide, we add four policies to 
allow connection to and from 
ports 80, 443, 1494 and 2598, 
only from source ip address of 
the Web Interface server.

Note: This is the Private Facing 
security policy.
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Security Group 1:
From the Amazon Console, 
select AMIs.

Security Group 1: 
Select Launch.

Security Group 1
Once the security groups have been created and configured, we need to 
launch our AMI’s in those security groups.  If your instance is already run-
ning, you may have to Create EBS Image, in order to launch it in a different 
security group. The server that should run in this security group should be 
the Web Interface server.
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Security Group 1:
Select size of image to launch.

Security Group 1:
Select availability zone.
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Security Group 1:
Select the Security Group 1 
group to launch the AMI into.

Security Group 1: 
Select key pair.
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Security Group 1: 
Review and Launch.

Security Group 2
Repeat the previous steps for Security Group 2.  The servers that should run 
in this Security Group are the License Server, XenApp Servers and Domain 
Controller.
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