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Introduction

Amazon Elastic Compute Cloud (Amazon EC2) is a web service that pro-
vides resizable compute capacity in the cloud. It is designed to make web-scale
computing easier for developers. Amazon EC2’s simple web service interface
allows you to obtain and configure capacity with minimal friction. It provides
you with complete control of your computing resources and lets you run on
Amazon’s proven computing environment. Amazon EC2 reduces the time re-
quired to obtain and boot new server instances to minutes, allowing you to
quickly scale capacity, both up and down, as your computing requirements
change. Amazon EC2 changes the economics of computing by allowing you
to pay only for capacity that you actually use. Amazon EC2 provides develop-
ers the tools to build failure resilient applications and isolate themselves from
common failure scenarios.

By utilizing Amazon EC2, XenApp administrators can quickly build and de-
ploy XenApp farms in the cloud to meet capacity demands, or simply grow an
infrastructure at a lower cost of ownership.

Amazon Elastic Compute Cloud (Amazon EC2) is a web service that provides
resizeable compute capacity in the cloud. It is designed to make web-scale
computing easier for developers. Security Groups in Amazon EC2 allow you
to separate different computing tiers for different degrees of separation.

This guide will walk through the steps to deploy Security Groups in the Ama-
zon EC2 cloud, and apply them to a XenApp farm.

In order to setup a XenApp farm with Security Groups in EC2, you will need
to sign up for the Amazon EC2 service.
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Solution Requirements

e Security Groups for a XenApp farm in Amazon EC2

Prerequisites

e (Citrix XenApp 5.0 Server Farm in Amazon EC2

e Amazon EC2 account

Additional Information

¢ http://aws.amazon.com

¢ http://console.aws.amazon.com


http://flexcast.citrix.com/
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Network Diagram

The following is the Network that was used to develop this deployment guide.

Citrix XenApp
“Amazon EC2”
Logical Network Diagram

Security Group 1 Security Group 2

License Server

Elastic IP Private ethO
NAT Address Internal Address
184.73.212.58 10.208.119.226

Web Interface XenApp Farm

Elastic IP Private ethO
Elastic IP Private ethO NAT Address Internal Address
Internet NAT Address Internal Address - 184.73.213.224 10.215.23.66
184.73.197.3 10.211.11.117 184.73.214.55 10.192.53.127 —

Elastic IP Private eth0 Domain Controller

NAT Address Internal Address
184.73.213.80 10.248.35.244 E

Clients
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IP Addresses

Security Group 1 - Public Facing

Security Group 2 - Private Facing



Connect to EC2:

Open a web browser and

connect to:

http://aws.amazon.com/ec2/

Connect to EC2:

Navigate to the EC2 console:

http://console.aws.amazon.

com/
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Amazon EC2

Create Security Groups

Amazon Elastic Compute Cloud (Amazon EC

@ g C £ hittp: fams. amazon, com/ec2/

Amazon Elastic Compute Cloud (Ama...| +

~
ama Sign in to the AWS Management Console Create an AWS Account English
webservices™
AWS Products pers C i Support Account
Products & Senvices - Amazon Elastic Compute Cloud (Amazon EC2)
Amazon EC2 Details Amazon Elastic Compute Cloud (Amazon EC2) is a web service that Sign Up For Amazon EC2 )
provides resizable compute capacity in the cloud. It is designed to make
EC2 Overview web-scale computing easier for developers.
E= RS Amazon EC2's simple web service interface allows you to obtain and
EC2 Pricing configure capacity with minimal friction. It provides you with complate
control of your computing resources and lets you run on Amazon's
m=zon]ECER praven computing envirenment. Amazon EC2 reduces the time required
I - to obtain and boot new server instances to minutes, allowing you to
nstance Types
o quickly scale capacity, both up and down, as your computing
EC2 Instance Purchasing reguirements change. Amazon EC2 changes the economics of computing
Options by allowing you to pay only for capacity that you actually use. Amazon
EC2 provides developers the tools to build failure resilient applications
Reserved Instances :
and isolate themselves from common failure scenarios.
Spot Instances
Windows Instances This page contains the following categories of information. Click to jump down:
Amazon EC2 Functionality Pricing
Amazon EC2 Features Service Highlights Resources
n inti v

Done

@ - o hittp: ffaws.amazon. com/fconsole/

AWS Management Console + -
~
a a Sign in to the AWS Management Console Create an AWS Account English
webservices™
AWS pers C Support Account
Related Services AWS Management Console
Amazon EC2 .
A Web-based Interface to Manage Your Services Already have an AWS account?
Amazon CloudWatch Sign in to get started.
P Access and manage Amazon's growing suite of infrastructure web —
astic Load Balancing services through our new point-and-click, web-based user interface, The Sign in to the AWS Console )
Elastic Block Store AWS Management Console gives you a quick, global picture of your cloud
computing environment so that you can see what resources you're EC2 >
Amazon CloudFrent operating and conveniently manage those resources. [0 5ave this 2= your default
Amazon Elastic MapReduce
Making AWS Simpler to Amazon EC2 || Amazon Elastic Amazon
Access and Use MapReduce CloudFront
Related Resources [Fe—y [ L
The AWS Management Console Region: B usast + | | ifLaunch || [ Rogster New AMI
Documentation
provides a graphical user interface P T! e
Articles & Tutorials for Amazon EC2, Amazon Elastic » EC2 Dashboard
MapReduce, and Amazon AMIID Manifest
Developer Tools CloudFront, with additional Amazon @ ami-0022c769  level22-ec2-images/ubuntu-7.04-feist
Public Data Sets infrastructure services scheduled to 1 i@)ami005db969 | alestic-64/ubuntu-8.04-hardy-base-64
be added to the console in the " ] N N
™  i@)ami-005dbaB3  rbuilder-online/new-example-1-x85_6
Amazon Machine Images coming months. S —— ; 3

htp: f/aws. amazon.comfconsole




DEPLOYMENT GUIDE | Amazon EC2 Security Groups

Create Security Group:
C 2 @b [ 58 ntips:consol home #c=EC: 5 - ‘ @v Google
AWS Hanagement Console =] [ Once you have logged into the
§i cwsamazon.com | AWS | Products | Develapars | Commurity | Suppert | Acoourt Welcome, Citrx Test | Sttings | Sign Out Amazon console, you will see
Amazon EC2 | Amazon Elastic Amazon the dashboard_
MapReduce CloudFront
Select Security Groups.
: W Create Security Group [T showitide || & Refresh || @ Help
+ EC2 Dashboard Viewing:| All Security Graups | ] I € 1tosofonems 3 3|
Name Description
INSTANCES T
O @wmm just atest a8l
> Instances
» Spot O (@ default default group |
O @ws wanopt I
IMAGES |
.\ AMIs | O LM-Job-1-LMEC2Switch-C LabManager Security Group ||
> Bundle Tasks O & support Citrix Support
ELASTIC BLOCK STORE 0 et fest L]
> Volumes 0 Security Groups selected
> Snapshots Select a security group above to view information about it here
NETWORKING & SECURITY
» Elastic IPs
» Security Groups
> Key Pairs
> Load Balancers
© 2008 - 2009, Amazon Web Services LLC or its affiliates. All right reserved. Feedback Support Privacy Policy Terms of Use An amazoncom. comparg
hi le. aws, amazon. =£C. ‘m‘

’) AWS Management Console - Mozilla Firefox

Create Security Group:
Select Create Security Group.
Name: Security Group 1

Rl B

Desc: Public Facing

Create Security Group

Security Group Name®*: |SecurityGroup1

Description*: |Public Facing Security Gr

Note: After you create this security group you may configure your firewall

in the lower pane details.
* required
Create




Create Security Groups:
Select Create Security Group
again.

Name: Security Group 2

Desc: Private Facing

Security Group 1:

Using the information from the
tables at the beginning of this
guide, we add two policies to
allow connections to and from
ports 80 and 443, from any
source ip address.

Note: This is the Public Facing
security policy.

Create Security Group Cancel [X]

Security Group Name*: |SecurityGroup2
Description*: |Private Facing Security Gi

Note: After you create this security group you may configure your firewall

in the lower pane details.
* required
Create

Configure Security Groups

Once the Security Groups have been created, we need to configure them to
allow specific port numbers in. Security Group 1 will allow connections to
ports 80 and 443 from any source ip address. Security Group 2 will only

allow port 80, 443, 1494 and 2598 from the source ip address of the Web
Interface server.

) AWS ement Console - a Firefox BIX)
6_- C X & (mn le.aws. amazon. =EC {:,.HEVGWE p‘
'/ AWS Management Console +- |T
Wil aws.amazon.com AWS | Products | Developers | Community | Support | Account Welcome, Citrix Test  Settings  Sian Qut
Amazon Elastic Amazon
SmazonEC2 | | ‘ CloudFront |
Region: W Create Securty Group | |8 Delete [3 showmide | & Refresh
. Viewing:| All Security Groups v || | K € ttoiwocf1okams 3 3
Name Owner Description
INSTANCES
SecurityGroup1 519701941432 1Public Facing Securt®
=
> Instances
 spot O (@ SecurityGroup2 519701941432 2Private Facing Secur
IMAGES 1 Security Group selected
> AMIs B (@ Group Name: SecurityGroup1
> Bundle Tasks Description: 1Public Facing Security
ELASTIC BLOCK STORE Allowed Connections:
> Volumes Connection Method  Protocol FromPort « To Port Source (IP or group) Actions
> Snapshots HTTPS tep 443 443 0.0.0.0/0 E—
NETWORKING & SECURITY HTTP top 80 80 0.0.0.0/0 ’—‘hm
» Elastic IPs
> Security Groups [Custom.. ] & |I ] [ ] J [ J
> Key Pairs
> Load Balancers
© 2008 - 2008, Amazon Web Services LLC or its affiliates. All right reserved. Feedback Support Privacy Policy Terms of Use An amazoncom. compary
Done I}

g

®
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home #c=EC: 77 -]

AWS Management Console IT‘ F

N aws.amazon.com

AWS | Products | Developers | Community | Support | Account

® 2008 - 2009, Amazon Web Services LLC or its affiliates. All right reserved.

Welcome, Citrix Test | Settings  Sign Out
Amazon Elastic Amazon
Amazon EC2 ‘ MapReduce H CloudFront ‘

Region: [BE  5gug v | | W Creste Securiy Grovp || 3 Delete

[T showitide || ' Refresh || @ Help

 £C2 Dashboard Viewing: | All Security Groups | |

K € 1tot0ofi0tems 3 3

Name Owner Description
INSTANCES ; =
Inst O ) SecurityGroup1 519701941432 1Public Facing Securi =
> Instances b
» Spot Requests (@ SecurityGroup2 519701941432 2Private Facing Secur
IMAGES a

( Group Name: SecurityGroup2

> AMIs

Description:
> Bundle Tasks

2Private Facing Security
Allowed Connections:

ELASTIC BLOCK STORE Connection Method  Protocol From Port « To Port Source (IP or group) Actions

> volumes 1494 1494 184.73197 3/24

> Snapshots - tep - 4
tc 2598 2598 184.73.197 3124

NETWORKING & SECURITY P

+ Elastic IPs HTTPS tep 443 443 184.73.197.3/24

> Security Groups HTTP tep 30 80 18473197 3/24

> Key Pairs L

> Load Balancers Custom. M [- ] | | || | | | 3

Feedback | Support | Frivacy Folicy | TermsofUse | AN amazoncom. compary

Done

)

Security Group 2:

Using the information from the
tables at the beginning of this
guide, we add four policies to
allow connection to and from
ports 80, 443, 1494 and 2598,
only from source ip address of
the Web Interface server.

Note: This is the Private Facing
security policy.

10



Security Group 1:

From the Amazon Console,
select AMls.

Security Group 1:

Select Launch.
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Security Group 1

Once the security groups have been created and configured, we need to
launch our AMPD’s in those security groups. If your instance is already run-
ning, you may have to Create EBS Image, in order to launch it in a different
security group. The server that should run in this security group should be
the Web Interface server.

G - G X Gy [ htpsifc ’ om/ec2fhome #c=EC2Bs=Instances
AWS Management Console
N7 aws.amazon.com AWS | Products | Developers | Community | Support | Account Welcome, Citrix Test  Settings | Sign Out
amazoneca || Apnfec | e |
[y Tnstances — = — — —
Region: = seast v & Launchinstance || Instance Actions | v || Reserved instances | v [ showmide | & Refresh | /@ Help
» EC3 Dashboard viewing:| Al Instances v |[All Instance Types v ]
Instance AMI ID Public DNS Key Pair Name  Launch Time ~
INSTANCES - o
» Instances O g i97cc93fe ami-c3edldaa ec2-174-129-178-90 compute-1.amazonaw  citrixvpc 2010-05-14 09-05 =
> Spot Requests O 3‘,3- i-8fdel2ed ami-69c3200 2c2-184-73-64-6.compute-1.amazonaws.ct  citrixvpe 2010-05-13 14:22
. O @ i-5d024c36 ami-6780690e ec2-184-73-73-142 compute-1 amazonaws prashantb_vpc 2010-05-05 2229 |
:M‘::‘i: H O | [ i-2mb2144 ami-4743ad2e 2c2-184-73-214-55 compute-1.amazonaws  citrixvpc 2010-04-29 10-40
> Bundle Tasks O i i4d225926 ami-4743ad2e ec2-184-73-213-224 compute-1.amazonaw  citrixvpc 2010-04-28 18:37
ELASTIC BLOCK STORE rﬁ. i-95abddfe ami-4743ad2e ec2-184-73-197-3. ol . 2010-04-28 13-38
+ Volumes 1| B8 naadazid i ATAZ A an 40473 747 £0 e (1SEANCE Management
1 EC2 Instance selected Connect

> Snapshots Get System Log

-95a5ddfe Create Image (EBS AMI)
Bundle Instance (S:

An4n Ad 0 4740 ¥
~

NETWORKING & SECURITY & EC2Instance:

» Elastic IPs Description || Monitoring

> Security Groups AMI ID: ami-4743ad2e Zon

1c

+ Key Pairs - Disassociate IP Address
Security Groups: default Typ
> Load Balancers . | Instance Lifecycle ) v
© 2008 - 2008, Amazon Web Services LLC or its affilistes. All right reserved. | Feedback | Support ;e'bm‘”:te An amazon.com. company
D00t
https:/feonsole.aws.amazon. com fec2/home# 8

6 - € X @ (5 s le.ans mfec2/home #c=EC 77 -] : J
AWS Management Console I_‘ F
Ni aws.amazon.com AWS | Products | Developers | Community | Support | Account Welcome, Citrix Test | Settings  Sign Out

Amazon Elastic Amazon
Amazon EC2 | MapReduce ‘ ‘ CloudFront ‘
A
B USEsst v | Launch || -&Spot Request || [ Register Hew AMI || [ Deregister || (% Permissions [T3 Showitide || i Refresh | @ Help
. EC2 Dashboard Viewing: | Owned By Me /[ Al Platforms || | I€ € 1tozaocizasmis ¥ 3
AMI ID ‘Owner ID Visibility = Status Name
INSTANCES - - = = - - e —
» Instances O ﬁj ami-c7cf26ae 519701941432 Public @ available | Citrix_XenApp5.0_SecureGateway3.2_32bit_vi
> Spot Requests O @) ami-bid1492 519701941432 | Public @ available | Citrix_XenApp5.0_Senver2008_32bit_v102
fp— O @] ami-67ce270e 519701941432 | Public @ available | Citrix_XenApp5.0_VyattaOpenVPNClient_W2K
> AMIs [} aj ami-27fc154e 519701941432 Public @ available  Citrix_XenApp5.0Farm_DC_v102
> Bundle Tasks . O & amibifc1sds 519701941432 Public @ available ~ Citrix_XenApp5 OFarm_LicSra_v102
ELASTIC BLOCK STORE ¥ ﬁj ami-c5fc15ac 519701941432 Public @ available  Citrix_XenApp5.0Farm_WI|_v102
> Volumes O @) ami-05f66c 519701941432 Public @ available  Citrix_XenApp5 OFarm_XAS1_MSOffice_v102
> Snapshots O @) ami-25f16dc 519701941432 Public @ available  Citrix_xenApp5.0Farm_xAS2_MSApps_v102
NETWORKING & SECURITY — = — R o - - B - R
+ Elastic 1Ps 1 EC2 Amazon Machine Image selected L)
> Security Groups @ EC2 Amazon Machine Image: ami-c5fc15ac 4
> Key Pairs R 1
AMI ID: ami-c5fcl5ac
> Load Balancers
Name: Citrix_XenApp5.0Farm_WI_v102
Description: Citrix XenApp 5.0 Farm Web Interface/Secure Gateway W2K8 x32
Source: 51970194 1432/Citrix_XenApp5.0Farm_WI_v102
v
© 2008 - 2009, Amazon Web Services LLC or its affiliates. All right reserved. Feedback Support Privacy Policy | Terms of Use An amazoncom. compary
Done ]
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%) AWS Management Console - Mozilla Firefox

Security Group 1:

Select size of image to launch.

home #c=EC28s=L 77 -] @v Google

Request Instances Wizard Cancel (%]

CHOOSE AN AMI INSTANCE DETAILS

Provide the details for your instance(s). You may also decide whether you want to launch your instances as "on-demand” or
"spat” instances.

Number of ilability Zone:

Instance Type:

Small (m1.small, 17 GB) -

@® Launch Instances

EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fixed costs into much smaller variable costs.

O Request Spot Instances

2 | [ cose 7 Security Group 1:

Select availability zone.

Request Instances Wizard Cancel (%]

CHOOSE AN AMI INSTANCE DETAILS

Number of Instances:

Availability Zone: No Preference

Advanced Instance Options

Here you can choose a specific kernel or RAM disk to use with vour instances. You can also choose to enable Cloudwatch
Monitoring or enter data that will be available from your instances once they launch.

Kernel ID: Use Default
RAM Disk ID: | Use Default

Monitoring: [] Enable CloudWatch Monitoring for this instance
(additional charges will apply)

User Data:

[ basess encoded




Security Group 1:
Select key pair.

Security Group 1:
Select the Security Group 1

group to launch the AMI into.

)} AWS Management Console - Mozilla Firefox

O -c X & (@ o

home #c=EC 28s=].

| AWS Management Console

Request Instances Wizard

CHOOSE AN AMI INSTANCE DETAILS CREATE KEY PAIR

Public/private key pairs allow you to securely connect to your instance after it launches. To create a key pair, enter a name and

dlick Create & Download your Key Pair. You will then be prompted to save the private key to your computer. Note, you only
need to generate a key pair once - not each time you want to deploy an Amazon EC2 instance.

® Choose from your existing Key Pairs

‘Your existing Key Pairs*: citrixypc

O Create a new Key Pair

O Proceed without a Key Pair

Cancel [x]

home #c=EC 28s=].

77 -] @- Google

Request Instances Wizard

Cancel [x]

CHOOSE AN AMI INSTANCE DETAILS CREATE KEY PAIR CONFIGURE FIREWALL

Security groups determine whether a network port is open or blocked on your instances. You may use an existing security group,
or we can help you create a new security group to allow access to your instances using the suggested ports below. Add
addional ports now or update your security group anytime using the Security Groups page. All changes take effect immediately.

® Choose one or more of your existing Security Groups

Security Groups:

default
LM-Job-1-LMEC2Swits
MM

SecurityGroup2

(Selected groups: SecurityGroup1)

O Create a new Security Group

®
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Security Group 1:

Review and Launch.

home#c=EC28s=L 7 -] @v Google

Request Instances Wizard Cancel (%]

CHODSE AN AMI INSTANCE DETAILS CREATE KEY PAIR CONFIGURE FIREWALL REVIEW
Please review the information below, then dlick Launch.
AMI: 4 windows AMI ID ami-cSfc15ac (i386) Edit AMI

Number of Instances:
Availability Zone: No Preference
Monitoring: Disabled
Instance Type: Small {m1.small)
Instance Class: On Demand Edit Instance Details

Kernel ID: Use Default
Ramdisk ID: Use Default
User Data: Edit Advanced Details

Key Pair Name: citrixvpc Edit Key Pair

Security Group(s): SecurityGroupl Edit Firewall

Done /D

Security Group 2

Repeat the previous steps for Security Group 2. The servers that should run
in this Security Group are the License Server, XenApp Servers and Domain
Controller.
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